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Preface

Automated network inventory, full self-service help desk, robust reporting, system
monitoring and alerts, Mobile Device Management, software and warranty tracking
and inventory, dynamic network map and knowledge base, and also the vibrant
online community to share/download content and tools are some of the features
on system administrators' and IT pros' wish list, which will help them automate
and make their daily tasks more efficient. There is a single product that over two
million IT pros have installed that does all these and more. No more separate data
silos where you have to export/import to see a comprehensive overview. No more
having to manually monitor an e-mail box to track user issues. No more installing
clients throughout your network to collect even the most basic information from
your desktops and servers. If you are struggling with any or all of these challenges,
Spiceworks is your solution.

This book provides a walkthrough from installation to configuration of all these
topics and more. The screenshots illustrate important areas of the application and
guides you throughout. In only an afternoon, you can traverse installation, network
inventory, help desk, reporting, and more with the result being a fully functioning
and powerful installation of Spiceworks providing you with important data.

One last thing, Spiceworks does all this for free. Yes, you read that right,
absolutely free.

So, come along and find out what over two million IT pros already know, that
Spiceworks is an essential enterprise tool that no organization should be without.
Come join the Spiceworks IT revolution.

What this book covers

Chapter 1, Setting Up Spiceworks, starts off with an overview of all aspects of the
Spiceworks application. Then, we go through a step-by-step process of downloading
and installing Spiceworks on your network.
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Chapter 2, Configuring Network Inventory in Spiceworks, covers setting up
of Spiceworks to scan your network, including best practices and Active
Directory configuration.

Chapter 3, Configuring the Spiceworks Help Desk and User Portal, provides a detailed,
step-by-step instruction on how to set up the Spiceworks Help Desk and self-serve
User Portal. Customization of both the portal and help desk tickets are also covered.

Chapter 4, Configuring Other Spiceworks Features, talks about additional
features in Spiceworks, such as Reporting, System monitoring and alerts,
Mobile Device Management, Dynamic Network Map, Knowledge base, and
Cloud services dashboard.

Chapter 5, Taking Spiceworks to the Next Level, tells you how to take things to the
next level by leveraging the vibrant Spiceworks community to gain knowledge
and interact with fellow IT Pros.

What you need for this book
You will need an open mind for this book. Throw out any preconceived notions
you have about "free software" and look at Spiceworks for what it does well.

Here is what you will need:

* OSrequirements:
°  Windows XP Professional SP2 or later
°  Windows Vista
°  Windows 7
°  Windows 2003 Server SP1 or later
°  Windows 2008 Server

* Browser requirements:

o

The latest version of Mozilla Firefox

o

The latest version of Google Chrome

o

Internet Explorer 7.0 or later

o

Safari

* E-mail server requirements:
° IMAP/POP/SMTP
°  Exchange 2003/2007/2010

[2]
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Who this book is for

This book is for system administrators, IT pros, help desk technicians, IT directors,
multiservice providers, and anyone else who wants to make their IT life easier.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "As you can see, if you need to put
device-specific usernames and passwords into Spiceworks, you can by using
the format, Domain\username."

Any command-line input or output is written as follows:

netstat -a | find "80"

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "Clicking on
Language Packs brings up the multitude of different ones that users have completed."

% Warnings or important notes appear in a box like this.
.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbacke@packtpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

[31]
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes

do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit-errata, selecting your book, clicking on the errata submission form link,
and entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list of
existing errata, under the Errata section of that title. Any existing errata can be viewed
by selecting your title from http: //www.packtpub. com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[4]



Setting Up Spiceworks

Welcome to the wonderful, crazy world of Spiceworks! For those of you who don't
know what exactly Spiceworks is, it is a free application for IT professionals (like you
and me). It brings together many of the tasks that we do on an everyday basis and
consolidates them into a single interface. Oh, did I mention it was free? Yes, free!.
Spiceworks was started in 2006 by four veterans of the IT software business. They
wanted to bring IT pros a tool that would make their jobs easier and give it away for
nothing. That was a huge challenge, but seven years later Spiceworks has over two
million users and is installed in every country on the planet. A lot has changed since
2006 and Spiceworks Beta. Let's go through a high-level overview of some of what
Spiceworks actually delivers today:

* Network inventory: Spiceworks scans your network, extracting information
from workstations, servers, network devices (switches, routers), printers,
and virtualization hosts. Installed software, updates, and essential
information that an IT pro needs at a glance is collected.

* Integrated help desk/user portal: Spiceworks has a full-featured help desk
integrated within the app so that you can associate issues, devices, and even
purchases on one interface. Not only is it useful to the IT pro for setting tasks
within a team, it has a front-facing portal so your users can submit their own
tickets (and check on the status of the open tickets).

* Robust reporting: We all know that information is only as good as the
method; we have to get it into a usable form. Spiceworks brings a strong
reporting structure so not only will you be able to get those reports, but you
will also be able to schedule automatic reports and create your own either
using the interface or direct SQL commands.
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Purchasing: Need a quote on a piece of equipment? Need to track exactly
when something was bought and when it needs to be replaced? Need to know
exactly when a piece of equipment is off warranty and, therefore, needs to be
replaced? Spiceworks has all this covered. Even if you need several quotes for
a single purchase, Spiceworks can get that for you in a few clicks.

Community: The Spiceworks application is integrated with the Spiceworks
online community that has over two million members. Ask questions, get
answers, find reviews from fellow IT pros, and see how they address the
challenges they face. Find that specific report you are looking for and share
the report you just created. You can even find local Spiceworks user groups
(called SpiceCorps) and meet IT pros in your neck of the woods.

Plugins: Spiceworks brings so many great things right out of the box. Having
said that, there are no two IT infrastructures alike. There are literally hundreds
of user-created plugins that can customize Spiceworks to your needs.

So much more: Integrated knowledge base, dynamic network map,
monitoring, alerts, warranty, and asset tracking are other features that
Spiceworks brings out of the box. In addition, new features are being
integrated in every new release with many of those chosen by the
Spiceworks users themselves.

Since this is a Getting Started book, we will be going over each of these areas in
broad strokes with the result being, you having a working and fully-functional
Spiceworks installed. Here is what you can expect from this book:

Getting Spiceworks installed and logging into the Spiceworks Community
Setting up network inventory and scans
Setup and configuration of your help desk

Other Spiceworks features: reporting, monitoring, alerts, purchasing,
knowledge base, and others

Taking Spiceworks to the next level with the Spiceworks Community

So are you ready to install Spiceworks and get this great Spicy stuff on your
network? Let's jump right in!

[6]



Chapter 1

Installing Spiceworks

First we need a machine to install Spiceworks on. Overall it is a pretty lightweight
application with minimum system requirements as follows:
* Operating system:
°  Windows 7
°  Windows XP Professional SP2 or later
°  Windows Vista
°  Windows 2003 Server SP1 or later
°  Windows 2008 Server

e Hardware:

o

1.5 GHz Pentium 4 Class Processor (Minimum)
° 2.0 GB RAM (Minimum)

* A decommissioned server, a spare desktop, or even a virtual machine. As long
as it has network connectivity any of these can work as a Spiceworks host.

A Spiceworks install works well in virtual environments. Just
% spin up a virtual machine, install one of the mentioned operating
"~ systems, and you are good to go.

Once our Spiceworks host is ready, we now have to download the install package.
Simply open your browser and type:

www . sSpiceworks.com/packt

The install package is just 60 MB. Navigate to where you want the file to be
downloaded to, and then click on Save. Once the Spiceworks package download
is complete, double-click on it to start the install process.

IIS does not need to be installed on the Windows machine you

are working on because during the install Spiceworks installs
" itsownlIS.

[71
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The Spiceworks install is pretty straightforward. It includes installation of all web
components, the database, and the infrastructure that makes the app run. The first
screen you will see gives you the option of what port you want to run Spiceworks
on (default is port 80). If you already have any kind of web server running on the
machine which you are installing Spiceworks on, this will give you the opportunity
to configure it so you do not have any conflicts.

@ Spiceworks Setup
S eeeeem——

SPRICEWORKS
IT'S EVERYTHING IT

Welcome to the Spiceworks setup wizard.

Click "Next' and take the first step in making your IT day easier!

Spiceworks will run on port number: Eﬂ

Once you have set the port, click on Next. Terms and Conditions follow the port
assignment window. Read the terms and conditions if you wish to, click on the
Accept radio button, and click on Next. The next window you will see gives you

the option to change Destination Folder for the install. Initially, Spiceworks needed
around 120 MB for the install. This does include a blank database that it will use to
store all help desk tickets, network inventory, and reports. Expect this to grow as you
use Spiceworks, although not exponentially. If you initially have 1 GB of space, that
should be adequate.

SPRICEWORKS
IT'S EVERYTHING IT

Setup willinstall Spiceworks in the following folder. To instal in a different folder, click
Browse and select another folder. Click Install te start the installation

Destination Folder

“\Program Files (x86\Spiceworks)

Space reguired: 121.5MB
Space available: 124.0GB

<gack || mstai | [ cancel

[8]
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On computers running a 64-bit operating system, Spiceworks is

installed in the (x86) directory. Spiceworks works equally well on
'~ 32- or 64-bit operating systems.

Once the port has been set, terms and conditions have been accepted, and the
destination folder is defined, Spiceworks will begin installing. Since Spiceworks is
a web-based application, this process should not take too long. On most machines,
initial install usually takes around five minutes (depending on hardware, it could
take longer if the machine is closer to the minimum hardware requirements).

When Spiceworks has finished its first phase of installation, the following screen
will appear signifying that all components of Spiceworks are now on your system.

SPRICEWORKS™
IT'S EVERYTHING IT

Success! Spiceworks is now installed.

Click 'Continue” to start Spiceworks.

Please be patient:

* It takes a few minutes to load all of your application components.
= Anti-virus software may delay the startup.

Install desktop shortcut

Launch Spiceworks

Since this was so quick and easy, let's just check both the boxes and click on the
Continue button to start the second phase of Spiceworks installation. If you want to
continue the install at a later time, just uncheck the Start Spiceworks box (but leave
the Create Shortcut on Desktop box checked), and hit Continue. The second phase
of installation/configuration does take longer than the initial install, depending

on the amount of resources on the machine. This phase configures and loads the
application components, and configures the local database.

[o]
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If you have either chosen to continue the install immediately or come back to it at a
later time, the process will be the same when you initially start Spiceworks. First the
Spiceworks web server will start and then your default web browser will open to the
following screen:

Devices New Asset Q

sSPRICEWOIRKS™
IT'S EVERYTHING IT

rIT team

Spiceworks is starting... yay!
teworks?

Give us just a moment or two to configure all the tools you'll need to
simplify your day. While you wait, let Jeff and Cole (Spiceworks'
resident IT gurus) tell you a bit about what you can look forward to —
Jjust hit play!

Get Business Class Inj

e || (= ] =2 @M @ | O | g

Startup Inventcry Help Dest Knowledge Base |  Purchesing | Cloud Servioss Wil Community

Need help? Spiceworks support is free! Visit our help

As stated, this process will normally take longer than the initial installation. There
are tabs for you to learn about the different areas of Spiceworks, most are videos
and quite funny. You might as well get a laugh while you wait! Spiceworks is now
configuring all application components, setting up the local database for use, and
finalizing configuration of all modules so you can get going on all the spicy
goodness that it brings.

This configuration process can take as little as 5 minutes or as long as 30 minutes
depending on resources and the configuration of the machine Spiceworks is
installed on.

Okay, while we are waiting on this phase to complete, let's get into some of the nuts
and bolts about Spiceworks. One of the great things about Spiceworks is that it is
pretty much a stand-alone application. It does not have many dependencies on the
OS. This is fantastic in a couple of ways. First, as an IT pro, you don't have to putin a
ton of work to get a machine ready for Spiceworks. A simple, vanilla install of one of
the supported operating systems is all you need. Second, an IT pro such as yourself
doesn't have to worry about updating components of the operating system to keep
Spiceworks going. Once you install Spiceworks, you are good to go.

[10]
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Checking back, once this phase of installation/configuration has completed, you will

be presented with the following screen:

sSEICEWORKS:
ITS EVERY THING IT

Your Nama
Usemame (Email)

Password

Confirm Password;

Company name:

Industry Selact one x

MNeed help? Spiceworks support is freel Visit our he

OK, last step — create your Spiceworks account.

Enter the info below o create your secure Spiceworks account which will let
you login to both your Spiceworks app as well as our onling communit

» Get promos & deals on the products you need:

Receive special offers on IT products and services.

Help shape the future of IT with your opinions:
Participate in periodic surveys about IT topics

To get to the Spiceworks Desktop (Administrative Interface), every user will need

a username and password. You are setting up your first user right now by filling

in this information. Put in your name, e-mail address, password, company, and
industry, and then click the Create Account button. Once you get into Spiceworks,
you will not have to input all this information to create other users who will use the

application. This is a one-time process.

Once you have created your account, a screen will pop up asking you if you want
to set up your inventory, help desk, or configuration. Since we are going to go over
these topics a little later in the book, for now, let's just click on the link look around

on your own at the bottom Don't worry, we will get to these soon enough.

Congratulations! You have successfully installed Spiceworks. As a reward, you should

grab yourself a cup of coffee (or tea) and a cookie because cookies are delicious.

[11]
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Troubleshooting installation issues in
Spiceworks

Spiceworks usually installs without a hitch for most users. But we know that no two
IT infrastructures are alike so here are a few tips and tricks on troubleshooting a
Spiceworks install that doesn't work as planned.

* Spiceworks errors during install! HELP!

o

Check any anti-virus programs that may be running on the computer
you are trying to install Spiceworks on. There may be a window
asking you if you want the install package to make changes that

you have to approve.

Are you running a flavor of Linux or OS X? Sorry, Spiceworks won't
run on these operating systems. Spin up a Windows machine (XP
SP2, Vista, 7, Server 2003, or Server 2008) and try installing again.
(Also, sorry Windows 95 users, you are out of luck if you want to
run Spiceworks.)

Make sure that the user that is logged in has administrative privileges
on the machine you are trying to install Spiceworks on.

You may be having a really bad nightmare; try to imagine flying and
if you can, you are dreaming. Think happy thoughts and you will
wake up soon and find out that Spiceworks really did install.

* My Spiceworks installation won't start. HELP!

o

First, open Task Manager and make sure that Spiceworks.exe isa
process that is running. This is the main process for Spiceworks and
if that isn't running, Spiceworks won't show up in the browser.

If spiceworks.exe is not there, double-click on the desktop shortcut
again to restart Spiceworks.

Check the installed programs in Control Panel to make sure
Spiceworks is listed as an installed application. If not, it didn't
install correctly. Reinstall from the package you downloaded.

If it is there in the Installed Programs list, uninstall and
reinstall Spiceworks.

You are remotely connected to the wrong machine you installed
Spiceworks on, double-check (yes, this is why you saw Exchange
Console when you logged in).

[12]
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* Spiceworks.exe is running but when I open the browser to the Spiceworks
app, nothing shows up. HELP!

°  Easy now, we will get you through this. First check any firewall
software you have on your machine. Many firewalls block any sites
or ports that are not specifically defined.

°  Double-check the port number you installed Spiceworks with. If
another application is using the port you specified for Spiceworks,
you will not be able to connect. Here is how you find out and fix:

Open a command prompt and type the following;:
netstat -a | find "8O"

(Assuming that 80 is the port that you installed Spiceworks on) If any other
program is using that protocol or port, it will be listed.

If there is a program listed, just change the Spiceworks port! Here is how that
is done:

°  Right-click on the System Tray icon in the lower-right corner of
the screen

Click on Preferences
°  Change the port number...see, that wasn't so hard!

° Make sure that the localhost or the machine name of the computer
you have installed Spiceworks on, is resolved to a correct IP address.
(Localhost should be 127.0.0.1)

°  You are trying to use Netscape 2.0 as your browser. I am sorry to say
that Netscape 2.0 is not supported by Spiceworks.

* There is a login screen, is that right? Okay, so you may see a login screen
with the Spiceworks logo. Just log in with your username (e-mail address)
and the password you set up in the previous step.

That takes care of basic troubleshooting. If you do have any other serious issues not
covered here, Spiceworks does provide full support for its product. Yes, a free piece of
software does provide free support. Crazy I know. Miracles never do cease, do they?
Just open a browser to the following link and browse to the Getting Started section:

http://community.spiceworks.com/help/Troubleshooting

[13]



Logging in and setting up
Spiceworks Admins

If you have chosen to start Spiceworks immediately after the installation, then you
will not have to log in. Spiceworks will open directly to your dashboard. If you
have chosen to not open Spiceworks directly after the installation, then just open
a browser and type the machine name you installed Spiceworks on and the port
number. There will be a login screen, just enter the username (e-mail address) and
password you created when installing and you will be logged in.

Let's take a look at the first thing you see once Spiceworks opens, the Dashboard. This
is the interface you will see every time you log into Spiceworks. It is fully customizable
and the dashboard that you will have after using Spiceworks for a while will look
very different than the one shown in the following screenshot. Let's have a look at the
different components and give you an overview of what each component does.

Help Desk Purchasing

Helping businesses thrive
in an app-centric world.

il Environment Charts

¥ Security Center
Timekine Don't worry, your Community feed

& Person damenglcarrenschoen net created

Make the switch  §
from outdated to
upgraded at COW.

* The area highlighted as 1 shows the navigation bar. Move your cursor
onto each option in this bar and you will see the different pages within
Spiceworks. We will be hitting on all these — Community, Inventory, Help
Desk, Purchasing —in this book.

* The area highlighted as 2 shows the notification area. When connected to the
community this will show any messages that you have along with alerts from
your network inventory and outstanding purchasing quotes you have active.
Your username is also here in the top-right corner.
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The area highlighted as 3 shows dashboard information. This tells you
what dashboard you are seeing. You can create multiple dashboards that
display different types of information, but we will get into that a little later
in this chapter.

The area highlighted as 4 shows the Add Content button. Clicking on this
will open up the widget menu and allow you to add different widgets to
your dashboard.

The area highlighted as 5 shows the widget information area Here is where
all your widgets are displayed. Right now there isn't much to display as we
don't have any data within Spiceworks, but that will be remedied in the next
chapter when we set up your network scan.

Whew! That is a LOT of information on one interface. You want to hear something
crazy? We haven't even scratched the surface as to what Spiceworks can do yet. Now
you should be realizing why more than two million IT pros use this software. Once
we get some data from network scans and help desk tickets, we will be revisiting the
Dashboard to walk you through customizing it to display the data you need.

Spiceworks users defined

Let's get to know the different types of users in Spiceworks. Here is an overview
of each kind and what permissions each one has.

Admin: These users have full administrative privileges within Spiceworks.
They can run any report, modify any device within Spiceworks network
inventory, and can open, edit, and close any help desk ticket within the
application. Only the highest level users should have this access.

Help Desk Admin: These users have full administrative access to the help
desk portion of Spiceworks. They cannot change settings, see or modify
network scans or inventory, and cannot see or run reports.

Help Desk Tech: These users only have access to help desk tickets that they
are either assigned or cc'd on. Like the Help Desk Admin user, they cannot
see or modify any of the other aspects of Spiceworks.

Reporting: These users only have access to the reporting portion of
Spiceworks. They cannot see or modify any device, help desk ticket, or setting.

We will be going over only the Admin users right now. The help desk users will be
covered in Chapter 3, Configuring the Help Desk and User Portal and reporting users are
covered in Chapter 4, Configuring Other Spiceworks Features.
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Setting up Spiceworks Admin users

Even if you are going to be the only active Admin on the system, it is always a good
idea to set up another user with Admin privileges. One of the reasons is password
reset. If you need to reset your password, you can log in as the other user and easily
reset it. There is a manual way to reset it as well, but this way is easier! And we are
all about things being easy, right? The process is very easy, let's walk through it.

First, mouse over the Inventory menu on the top of Dashboard. You will see a
Settings option. Click on it. The option is illustrated as follows:

WORKS ‘Community Inventory Help Desk Purchasing
Dashboard My Network Resources
My Tools Scan How-Tos
Devices Whitepapers
Knowledge Base Mobile Devices Script Center
Network Map Software Extensions Center
Peaple Help
Reports Cloud Services
Settings ; . Click this right here, you know you
want to

This will take you to the Settings page and there is a lot going on here. We will be
getting to all these settings, but right now we are only interested in the Personal
section, specifically the User Accounts option. Click on this and it will take you to the
User Accounts screen. This screen is how we add new users that will use Spiceworks
Desktop (in whatever capacity, reporting, help desk, and network inventory).

. End users that will use the Spiceworks Help Desk Portal do not need
% to be added here. Their accounts will automatically be created as they
s log into the Help Desk Web Portal and they will not need access to
the Spiceworks Desktop.

Since you just installed Spiceworks, there should be only one account on this page.
The one you created at the last step of installation. There is an Add button on the
lower-left side below the accounts, just click on it and blank entries for each column
will appear.

Settings User Accounts~

MNew users will receive Spiceworks product and company updates via email. Spiceworks never shares user info and always provides users with the option to unsubscribe
Email First Name Last Name Password Access Email Notifications

darren@darrenschoen.net Darren Schoen R Admin All

Add —— | Click here to add a new user
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Enter the e-mail address, the first name, the last name, password, and the user
permission level (you won't have to change that as Admin is the default setting).
Once you have entered all this information in, click on the Save button and like
magic, a new user is created. See, I told you it would be easy! One more thing to
know once the user is created is that an option on whether you choose for this user
to receive email notifications will now be visible on the far right side where the Save
button was. There are four options here. Let's go over what they are.

* None: A user receives no e-mail from the Spiceworks app (default).

* Alerts: If this box is checked, then any alerts that you set up will be e-mailed
out to the user. If this box is the only one checked, the users will not receive
any e-mails on Help Desk Tickets or Weekly Summaries.

* Help Desk: If this box is checked, then the user will get all notifications
on new tickets and also if a ticket has been assigned to them. If you are
setting up for either of the Help Desk users (Admin or Tech), this box
should be checked.

* Weekly Updates: Spiceworks generates weekly updates on what has been
added to your network and also some Help Desk analytics. Check this box
if you want these to go to the user.

Since we are creating an Admin user, let's just go ahead and mouse over the None
option under the Email column and once the menu bubble comes on the screen,
click all the three boxes. There is no Save button. Just move your mouse off the menu
and it will be saved automatically. If you know that there are multiple Admin users
that you want to add, feel free to do that now. Since we are focusing on Admin

users now, we won't worry about creating Help Desk or reporting users so just hold
off on those for the moment. What we need to do now is get you logged into the
Spiceworks Community.

Getting into the Spiceworks Community

Throughout this book we will be referencing things that are available on the
Spiceworks Community. The Community is an integral part of Spiceworks. A place to
ask questions, get answers, and also connect with other IT pros and vendors. We go
quite in-depth as to what you can find on it in Chapter 5, Taking Spiceworks to the Next
Level but for right now, let's just get you an account and logged on.
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Now, one of the great things about this Community is its tight integration into the
app itself. If you look at the top of any of the dashboard pages, the first link on the
right is the Community link. If you mouse over it, like any of the other main links

in this section of your Spiceworks install, a menu opens up and looks just like the

following screenshot:

WORKKS" Community Inventory Help Desk Purchasing

Categories Resources Spiceworks Join the Conversation
Networking How-Tos Support Have questions? Ask the 2+ million [T pros &
Windows Seript Center University vendor pariners in Spiceworks. Want to share

; : . o your tech know-how? Chime in with answers &
Virtualization Ratings & Reviews Extensions Center :

earn points.
Security Whitepapers SpiceCorps
Hardware IT Service Providers Blog Ask a Question Answer Questions
Storage & Backup My Vendors
Maobile Videos
Cloud
See Al

You can see different categories, resources, and a section devoted to Spiceworks.
So let's just click on the Community link. A window will pop up that looks like
the following screenshot, asking for a username for the Spiceworks community:

Welcome to the Spiceworks Community

To get started, we need to configure your community account.
This will take less than a minute.

Display Name * Darren2132

Used the community before? Connect to an existing account. m
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Pick a username you want and click on the Next button. Your local Spiceworks
install will then communicate with the online community to check and see if the
username you picked is taken. If it has, Spiceworks will come back to this window
with a name suggestion. You can change it if you want to personalize your
username, just keep trying different ones or take the suggestion that Spiceworks
gives. Don't worry, you can change it later if you wish. Spiceworks then connects to
the online community and sets up your profile. The next window that you will see is
the following screenshot:

Set Up Your Profile

Set up your community profile
This will help you connect with other IT pros like you.

Real Name Darren Schoen
Company AnyCompany

ostal Code

United States B

SKip this step

Here is where you can put in as much or as little information as you wish. You can
even skip this page if that is what you want to do. Totally up to you. As you get more
comfortable in the community and see what it is all about, you will probably put some
more information in there so that the other folks know a little about you. Honestly,

I was pretty skeptical when I first installed Spiceworks, but now I have my real name,
company name, and other non-sensitive information on my Spiceworks profile.
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So whether you put in your information or not, the next step is the same. The following
window pops up and you are given a series of choices about your IT interests:

Join the Conversation

What IT topics are you interested in?

1

[[] Apps [[] Cloud Services [[] Communication

Detsils Detsils Details
[7] General IT [[] Hardware [] IT Career

Detsils Detsils Details
[[] Metworking [[] Operating Systems [] Security

Detsils Detsils Details
[C] Spicy Picks

Detsils

Ri ded Di Groups
Ve've selected a few groups you might be interested in. You can also add more later. f§ 2

Acer Apple Backup

Cisco Del HP =

Intel Lenovo NcAfee

i
POTTECT VOT USnaoTe
Etay up to date with the Iatest news and updates from your favorite IT vendaors 3
o Storage Guardian sawisdirect
0@ 1,152 Followers O 1,006 Followers
packetTrap CyberPower | CyharPower Systems

O
)
\E/

1,362 Followers O . 1,197 Followers

ISubscribe to email updates
How often would you like to keep up with what's going on in your groups? 4

Daily Cl Weekly ") No, thanks

* The area highlighted as 1 shows the IT topic forums that you can be subscribed
to. These are vendor specific, technology specific, or general IT topics.

* If you mouse over each IT discussion group in the area highlighted as 2,
you can see what forums each general topic consists of.

* Spiceworks suggests specific vendor pages in the area highlighted as 3.
Now, since there are over 1600+ vendor pages, there will be three or four
on here but you can search for more later once you finish this step.

* The area highlighted as 4 is where you can opt for the Spiceworks newsletter.
Daily, Weekly, and No, thanks options are here. Choose the one you want
and then click on the Done button.
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That's it! You are now a member of the most vibrant, answer-packed IT pro
Community on the internet machine. Now we are going to come back to the
Community a lot in this book. Since the Community is such a sprawling, awesome
place, I suggest we get your network inventory and a few other things set up and
then come back to it when you have some time to really explore.

Summary

Wow! Nice work so far! From not being sure as to what Spiceworks was to having a
working install in just one chapter, fantastic. As we move through this book and you
learn more and more about Spiceworks, you will realize how helpful Spiceworks is
and how it can make your IT days easier. We cannot rest on our laurels, let's get to

it and get some data in Spiceworks so that you can see how powerful it is! The next
chapter consists of everything you need to know about network inventory. I know
you want to get that going, so off we go.
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Configuring Network
Inventory in Spiceworks

As an IT pro, the more information you have about the devices on your network

the better. The heart of the Spiceworks app is its network inventory, and it delivers
a ton of information that you can use. One of the biggest challenges IT folks have

is keeping up with changes on their network while supporting their users at the
same time. Trying to manually go around and collect information is just not feasible;
Spiceworks automates this process and dynamically updates this information for
you. Sounds pretty awesome, doesn't it? Here is what we are going to cover:

* An overview of Spiceworks network scan

* Setting up a scan

* Navigating and customizing your Spiceworks inventory

* Group creation and scanning in Spiceworks

* Resolving unknown devices
As you go through this book and work with Spiceworks, you will realize the extent
to which different parts of the app share information with each other. All of this

starts with your network inventory. So let's jump right in and talk about what
Spiceworks can scan.

An overview of the Spiceworks network
inventory

Spiceworks can scan and collect information from most devices that have a network
connection (and an OS). Windows, SSH, ESX/vSphere, and SNMP are all supported
within Spiceworks among many others.



Configuring Network Inventory in Spiceworks

How Spiceworks scans your network

Here is the process of how Spiceworks scans devices on your network:

1. Active Directory: If Spiceworks has access to any local Active Directory
domains (we will be going over this a little later in this chapter), it logs in
and collects an inventory of assets on the network. Once the device is found,
Spiceworks fills in specific fields based on the information collected. Some
information that is collected is as follows:

° IP address

e}

Operating system

°  Service pack level

°  Machine name
2. NetBIOS: Spiceworks tries to access a machine's NetBIOS to collect any
additional information it can.

3. Scanning the IP address range: Based on the scan settings that you set up
(we will get to those in just a couple pages), Spiceworks scans a specific IP
address range. In this scan, it sweeps the full range that has been defined
and waits for a response. Spiceworks can also use Nmap to scan ranges
under 256 addresses.

4. Identification: If a machine responds to Spiceworks, it is identified based on
the port that Spiceworks can connect to.

5. Collection: Using protocols and credentials provided in the specific scan,
the settings information for that device is collected.

6. Classification: Spiceworks categorizes the machine based on what
information it can collect.

7. The DNS report: Spiceworks attempts to do both forward and reverse
lookup in DNS and creates the report.

8. Grouping: Once the scan is finished, Spiceworks groups devices based on
defaults or into custom groups that you can create.

9. Logging: During the scan, Spiceworks grabs any Windows events that
you define.
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As you can see, Spiceworks does a very good job at trying to identify any
network-connected devices. The amount of information it also pulls from devices
is really impressive. So how does Spiceworks pull this information once it connects
to a device? Well, it has a list of ports that it tries on a device once it has responded
to the IP range scan. You would ask, "What are these ports?" It is your lucky day as
the list is right here:

* Port 135 - WMI: This is used for Windows devices.

* Port 22 - SSH: This is used for Unix/Linux/Mac/some network devices.
*  Port 16992 - Intel AMT HTTP/SOAP: This is used for Intel vPro devices.
* Port 9100 - HP Jet Direct: This is used for printers.

* Port 5060 - SIP: This is used for IP phones.

e Port 80 - HTTP: This is used for servers. This is also used for VMware and
NAS devices. Spiceworks also scans the web page for useful information
to help classify the device into an inventory group. This helps with some
switches, printers, or routers that have web pages.

e Port 161 - SNMP: This is used for network devices such as routers, switches,
and some printers.

* Port 5800 - VNC HTTP: This is used to check if devices support VNC.

Now, a device on your network has to have a port open for Spiceworks to get into
it and magically collect the wonderful information it does. If a device has a firewall
in place or no ports are open, that is another matter. Spiceworks knows something
is there, but just doesn't know what; so it classifies a device like that into the
Unknown Devices group. We will be going over the best ways to resolve these later
in the chapter. Let's just get to work on setting up a scan so you can see Spiceworks
network inventory in action!

What else does Spiceworks scan?

We have gone over the process and ports that Spiceworks uses to scan devices on your
network, but it also scans and retrieves other essential information from your network.

On every device that Spiceworks connects to, it not only reads hardware information,
but also does a full software inventory and an OS hotfix history. This means in one
scan itself you are getting full inventories in the following categories:

* Hardware: This includes details of motherboard, memory, processor, and
disk configuration

* Operating system: This includes complete details on the operating
system version

[25]



Configuring Network Inventory in Spiceworks

* Hotfix/update history: This includes a full list of hotfixes/updates that have
been installed on the machine along with dates they were installed

* Software: This includes a list of all installed applications on every machine

* Others: This includes details on Mobile Device Management (MDM), Cloud
services, and much more that can be administered through Spiceworks

If you are using Active Directory, Spiceworks logs in to your Domain Controller
and reads your users, all your organizational units, and other information such as
exchange servers and DNS data.

No doubt you have spent some time organizing your AD environment just the way
you like it. Servers, workstations, users are all in specific OUs for Group Policy
Management and other reasons. Well, Spiceworks can organize these devices and
users in the same way so that they will be easy to find.

No need to reorganize everything on your network in Spiceworks! They do try and
make it easy for us as IT pros.

Now that we have gone over Spiceworks scan process, ports, and what else it can
scan, let's jump right into setting up our first scan!

Setting up a scan in Spiceworks

When we went over the Spiceworks device scan process at the beginning of this
chapter, the first thing it tries to do is contact Active Directory (AD); it also uses AD
to populate the People portion of your Inventory. Let's set up AD first, as everything
else we will be configuring is on the same page. We are all about saving your time
and not going back and forth between pages.

If you do not have AD in your environment, you can just skip to the Configuring IP
range scans section.

Scanning and Active Directory

There is a wealth of information within AD that Spiceworks uses. We are going
to need to configure Spiceworks to log into AD and get that information.

OK, we need to get to the Active Directory Configuration screen in Spiceworks
in order to do that. As with most things within the app, it is just a couple of clicks.
From anywhere in the app, mouse over the Inventory link at the top of the page;
a menu will open up. Click on Settings.
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W{’RKS Community Inventory Help Desk Purchasing
Dashboard My Network Resources
My Tools Scan How-Tos
Devices Whitepapers
Knowledge Base Mobile Devices Script Center
Network Map Software Extensions Center
People Help
Reports Cloud Senvices
Seftings Click this. Just do it.

This will take us to the Settings screen. You will be spending a lot of time here in
the coming chapters so you can either get very used to these clicks or just have a
separate tab open with these settings already set up.

The top section is called Getting Started and the first link is Active Directory
Configuration. That is our destination for this section so click away. It will take
you to the Active Directory Configuration page:

Settings Active Directory Configuration™

Active Directory Credentials

Spiceworks has a variety of features which can integrate with your Active Directory server. Provide write access credentials below for optimum functionality.

ActiveDirectory server

User John@my. domain.com

Password
Security [[JusessL

Save Cancel Clear

Active Directory Scanning

Customize the frequency that Spicewoerks communicates with your AD server to create and update people in Spiceworks.

AD scanning
w || Scanning freguency, starting from midnight each day 2

Sync with Active Directory Server

Whenewver you edit a user in Spiceworks, those changes can be written back with your AD server. Requires AD credentials with write access.
Sync changes with AD
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There are three sections that are highlighted. Let's go over each and what they do:

* The area highlighted as 1 is where you are going to enter the credentials
that allow Spiceworks to log into your AD and get information. You specify
the Active Directory Server (Domain Controller), username and password.
Usernames must be in either domain/username or username@domain. com.
If you have SSL enabled for AD inquiries, check the Use SSL box.

* The area highlighted as 2 shows the frequency at which Spiceworks retrieves
information from your AD environment. When Spiceworks queries AD,
it does not cause a huge amount of traffic or load. Shortening these times
should not cause undue stress on your AD servers. This is useful because
when you add a user in AD, it will automatically get loaded into Spiceworks
at the next scan.

* If you want any changes you make to users in Spiceworks to be uploaded
into your AD environment, the section highlighted as 3 is for you. Just click
on the box and any modifications you make in Spiceworks will automatically
be synchronized with your AD.

There is one more section that is not in the screenshot. This deals with your user
portal and help desk. We will be going over this in Chapter 3, Configuring the
Spiceworks Help Desk and User Portal, so don't worry about it right now.

Setting up AD in your Spiceworks really makes a lot of difference with scans and
filling in information. It is recommended that if you are running AD, hook this up.

If you are wary about Spiceworks writing data into your AD environment, just set
up the user that Spiceworks uses to connect as read-only and don't check the box that
writes changes back to AD. Easy enough.

Since you are convinced that you should connect your AD to Spiceworks, just fill in the
ActiveDirectory server, User, and Password fields and click on Save. Spiceworks will
automatically test the credentials and let you know immediately if it can connect.

If you have some challenges with Spiceworks connecting to your Domain
Controller with just the server name, another method is to put the IP address
directly into that field.

Let's move on to setting up an IP range scan and get some devices into your
Spiceworks install.

Configuring IP range scans

Remember the Settings page that we have been to a couple of times? We are going
back! In case you have forgotten, just mouse over to either Inventory or Help Desk
and click on the Settings link at the bottom of the left column.
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Once on the Settings page, we are going to click on the Network Scan link. It is in
the first section of links titled Getting Started. This takes us to the main Network
Scan page. The first section is where we are going to set up our IP ranges.

f Your Networks Add IP Range
192.168.168.100 Daily at 4 am
100015 Daily at 4 am

Since you will not have any ranges in here as you just installed Spiceworks, let's get
one configured so you can get some information into the app. To do this, just click on
the Add IP Range button and this window will pop up.

Add Search Range

Dallyat .. =]
440 =]

VM RAEM®

le scanning this range Cancel

There is a lot of flexibility that Spiceworks gives you regarding how it scans IP
ranges. You can put a fill range (192.168.1.1-254) with or without exclusions,

or just a single IP if you so wish. The next box is for exclusions, if you so choose.

If you decide you want to scan a range that has both servers and desktops, you can
exclude server IP addresses. This is handy.

The last options are for scheduling this IP range scan. If you choose the Daily at...
option as we have seen in the screenshot, you can also select the time of the day
to run this scan. Other options in this drop-down list are every 4, 6, 8, or 12 hours.
If you do decide that you want to scan on an hourly basis, the time of the day
magically disappears. The bottom of the window lets you select what days of the
week you want to run the scan.

When Spiceworks runs an initial scan, it can take a bit of time as there is a ton of
data that it is collecting. Spiceworks tries a multitude of credentials and reads all
information from devices, which it then writes to the database. Once Spiceworks has
scanned and written the data to the database, any subsequent scans just write delta
data into it.
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Enter what range you want to scan, any exclusions you choose, and the scan
frequency, and click on the Add button.

Congratulations! You have just added an IP range scan!

Scanning credentials

As we have covered, Spiceworks uses a multitude of credentials to try and figure out
what is on your network and put those devices into the inventory. The next section
on the Network Scan page is where you can input all those credentials.

@ ' Stored Passwords
@7 The credentials for devices on your network

Existing Accounts Edit Account

K ssH 2 user
administrator

xchg2007test_wmi
spicetestscan

= Enable 2 spiceitestwmi

SWEKCHG20034

swexchg2007\test

1

HTTP 1 spiceitestuser swexchg2007test_wmi

swexg07-001
SNMPv2e

SNMPY3 0 m Cancel
. Telnet

e Den, 4
< T 3

This has been completely overhauled in Spiceworks. In this easy-to-use interface,
you can enter all the credentials that you are going to need to have a successful scan.
Here you can configure multiple usernames/passwords for the following protocols:

* WMI

e SSH

* SNMP

* Enable

* ESX/vSphere
e HTTP

* ilLo

e SNMP v2¢/v3
* Telnet

e Intel vPro

As you can see, if you need to put device-specific usernames and passwords into
Spiceworks, you can do so using the format, Domain\username.
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So if you have a server that uses a unique username/ password combination, it
is easy to set all that up through this interface. The preceding screenshot shows
an example of this. Something new in Spiceworks is the section where it shows
devices that the credentials were successfully used on. This is really helpful for
troubleshooting any scan errors!

To add your own username/password combinations, just use these
easy-to-follow directions:

1. Click on the protocol you want to add credentials to on the left column
(WMI, SNMP, and so on).

Click on +Add Account in the middle column labeled Existing Accounts.

Enter all the pertinent information on the left pane labeled Edit Account.
For usernames that have passwords, there is a Show Password button as
well, so you can make sure that you didn't fat finger it!

That's it. Just fill in any credentials that will let Spiceworks access your devices on
your network, and as far as permissions are concerned you should be good to go!

Best practices and kicking off your first
Spiceworks scan

You have everything you need to start your first Spiceworks scan. It might be best to
read the following best practices before you kick it off, though. They will guide you
through some potential pitfalls.

Scanning best practices

For initial scans, be aware of the number of IP addresses you are scanning and the
amount of information that Spiceworks is going to pull out of those devices.

* If you put in a full IP range on your first scan, do not expect Spiceworks to
be completed in 10-15 minutes. The initial scan is the most network traffic
intensive and will take the longest duration of time.

* Do full initial scans during nonbusiness hours. Though running an initial
full scan shouldn't flood your network, depending on your network
configuration, it is always best to run full initial scans during nonbusiness
hours just in case. If you are running a 24 x 7 business, break up your IP
ranges into smaller chunks and scan that way.
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* Expect some unknown devices. Unless you are a super administrator with a
team of hundreds behind you to make sure that every aspect of your network
is 100 percent buttoned down, there will most likely be a few devices that
Spiceworks cannot connect to. One of the biggest culprits is that WMI has
been disabled, or that there is a firewall of some sort blocking Spiceworks
from connecting to the machine. Don't get down on yourself if the scan
doesn't work 100 percent the first time.

* If you are really worried about traffic that Spiceworks might cause, what
information it collects, or how it will affect workstation performance, just set
up a test environment and run a scan there. Whether it be 5 machines or 500,
Spiceworks does the same to each one; so test away.

* Spiceworks is not designed to scan 10,000 devices at one time without a
performance hit. If you have a very large network, break it up into smaller
chunks for best performance. Spiceworks could get through a 10,000 device
scan, but it would hurt performance until the scan is complete.

* If you have multiple sites linked either by WAN or VPN connections, drop
a remote collector at these to run local scans and then send the data back
to your main Spiceworks installation. You can find more information at
http://community.spiceworks.com/help/Remote Collectors.

OK, now that you have read the required best practices, you can set up your IP range
on the Network Scan settings page, check the box associated with that range and
click on Start Scan. Away you go!

Depending on the IP range you set and the time of the day, your scan could take just
a few minutes or several hours.

If you are having some serious issues trying to get a successful scan, open a browser
and hit this site: http://community.spiceworks.com/support.

There are in-depth articles and even real-live support folks that can dive into the
specifics of your environment, and they won't give up until you are successful.

Let's assume that even if you did have an issue, it is resolved and you have got your
first scan under your belt. Fantastic! Let's dive right into navigating the inventory itself.

Navigating the Spiceworks inventory

Now, having inventory in Spiceworks is no good unless we can access it. We are
going to go through navigating the different parts of Spiceworks inventory, what
you can and cannot do, and even a few tricks on how to customize it for your
own requirements
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As mentioned earlier in this chapter, Spiceworks gleans a ton of information from
devices it scans; not only hardware, but also software and even users on your
network. Spiceworks has interfaces for each category of these out of the box.

Let's show you how to access them.

Navigating the device inventory

Once your scan has completed, just mouse over the Inventory tab at the top of any
page in the app and you will see a link to Devices in the My Network column. Just
click on that and the following screen will appear:

192.168.170.18 eaton-2
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Devices New Asset
Only §3% of your network is inventoried. Find out why. ‘—
1
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test2s dev airport ex... 1

vprotest Dell hp6c3be5ed3ft Apple Apple Bas.

Workstations 116 Servers 48 Printers 7 Networking 25 -

babb-w2k3e
-]

Summary l ) 3
DNS Checkup  Alerts | Timeline  Applications  Storage  VMs  Costs Overview
& Add Vigw Complste Timeling | Configure | Help W GIEEE
§ Add an Activi W
@ Add an Activity v /e
< § i Actions
= Print

&4 1 DNS entry changed in your netwark

&4 3 new DNS entries in your network
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Purchase HF Printer Toner was updated

Purchase ser was updated Jan H

L3
%
W Purchase serverwas created
%
L3
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Spiceworks should have already automatically categorized many of your devices.
This screen is the gateway to administering all that glorious information. Let's go
through the main sections:

* Here is the icon view of your inventory that is highlighted as 1. Devices have
been automatically sorted into these groups. Just click on any group and you
will be taken to a page where instead of a group view like we have, it will be
populated with the machines in that individual group.
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* This is the information pane that is highlighted as 2. Where we are, at the top
level, there are a set of tabs that you can click on to get different information
on your network as a whole. These tabs are:

°  DNS Checkup: If any devices failed either a forward or reverse
lookup during the scan or any devices that cannot be resolved in
DNS, the results are shown here.

Alerts: If you set up any alerts (we will go over that in Chapter 4,
Configuring Other Spiceworks Features), and if they are triggered,
you will see the results here.

°  Timeline: This tracks anything that happens in Spiceworks. Tickets,
devices, people or purchases being created, DNS entries changing,
or any other change, an entry shows up here when it happens.

° Applications: A list of the 100 most recently installed applications
across your entire network, along with the computer name and
date installed.

Storage: This shows how much free space is on any computer
that Spiceworks has scanned along with the drive name, size, and
percentage of free space.

VMs: If you have virtual hosts on your network and have given
credentials to log in to those for your scan, individual virtual
machines will show up here. You can even expand these virtual
machines and turn on/ off right through this interface.

Costs: If you configure purchasing through Spiceworks, you
can track costs through this interface. We will be going through
purchasing in Chapter 4, Configuring Other Spiceworks Features.

* Overview: Here you can see any help desk tickets that are open, any alerts
that have been triggered, and also the ability to print any tab you are
currently on.

With just a couple of clicks, you can get such good information on your network.
One more thing regarding this page. We mentioned that this is the icon view of your
inventory. There is another view that can be very helpful in finding information
easily. If you mouse over the Switch View dropdown at the top of the icon pane,
there is another option called Browse View. Here is an example of that view:
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Notice the difference between this view and the one before. Let's go through some
of the highlighted areas:

* Instead of icons, there is a list that you can drill down into in the area
highlighted as 1. The groups that were in the icon view are on the far left;
the next column has a multitude of different attributes that you can sort by.
The next column shows devices that are in the group to the left and finally
you see an overview of the machine that you select. This overview includes
the device name, IP address, make and model of device along with serial
number, asset tag, location, and owner.

* The area highlighted as 2 is where we see a more detailed pane for the same
device as the pane above it. This pane is dynamic in that whatever device
you click on in Browse View, the details will be presented here. You have
some more detailed information such as processor, OS, amount of memory,
primary group, and IP address.
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* You will be using the icons in the area highlighted as 3 a lot. Mouse over
them and notice the submenus that show up.

o

The top icon (pencil) is what you click to edit any attribute on
this device.

The middle icon (the + sign) is where you can add a ticket, purchase,
or warranty to this device.

The bottom icon (wrench) opens an expansive menu of tools —which
includes Ping, Traceroute, Remote Control, nslookup, and many
more — that you can use directly on this device. You can also see
running processes using this icon. This icon is very, very useful.

* The area highlighted as 4 is a pane similar to the one we see when we are
looking at our whole network. Here is a quick overview of these tabs:

o

Timeline: This tab provides a timeline of changes to this
specific machine

Events: This tab shows the Windows event log

General Info: This tab shows expanded information about the
machine itself

Configuration: This tab shows specific information about hardware,
software, and even active network connections

Software: This tab shows all installed software on the machine

Notes: This tab shows any notes that have been taken for this
machine

Documents: This tab shows any documents that have been uploaded
into Spiceworks about this machine

You can get the same information through the icon view of your
inventory as well. You just have to double-click on a group and
then on a specific machine.

Now you should be getting a feel for how powerful Spiceworks can be! Having all
this information in one interface can be a lifesaver for a busy IT pro. Play around the
inventory interface. Some folks like icons, some folks like browsing. Totally a matter
of preference, as you can get the same information either way.

Remember, this is only the device inventory. Let's briefly go over the other inventories.
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Navigating other inventories

If you mouse over the Inventory link at the top of any page in the app, you will see
not only Devices, but other inventories as well.

Devices: We have gone over this in the previous section.

Mobile Devices: We will go over this briefly in Chapter 4, Configuring Other
Spiceworks Features.

Software: This is a robust inventory of all software installed across your
entire network.

People: Spiceworks reads Active Directory, extracts information from user
objects, and populates users in this inventory.

Cloud Services: You can configure Spiceworks to log in to and monitor many
Cloud services, which we will briefly go over in Chapter 4, Configuring Other
Spiceworks Features.

The Software inventory

Clicking on the Software link when you mouse over Inventory in Spiceworks brings
you to Dashboard. This is a useful interface and we can set up some alerts, which we
will touch on in Chapter 4, Configuring Other Spiceworks Features, but we want to really
be able to dig into our data, right? Have a look at the following screenshot:

WORKS Community Inventory

Software Dashboard~
Dashboard

Applications

: L] Licensed

Unwanted
Ale

lobe Fireworks CS5 is not

Senices

Hoffixes
WManage monmors:

In this screenshot, we can see the different software inventory interfaces. Let's go
through them briefly:

Applications: This gives us every application that is installed on every
machine on our network. On larger networks, this list can be very long.

It also includes earliest and latest versions and number of installs. When
clicking on a specific application, it will display what machines have that
specific app installed and even the date it was installed on. A fantastic way
for you to get a high-level view of software installs on your network.
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* Licensed: This view is basically a subset of the Applications view, in that
it only includes software that specifically needs a license. All the same
functionality as the Applications view.

* Unwanted: Here is software that you can classify as unwanted. Spiceworks
will also alert you if any new installs show up on scans.

* Services: When Spiceworks scans, it automatically reads any services that are
running on a device. Here is where you can search for any and all services that
might be running on your network. As with the previous entries, this view will
tell you which computers have a specific service running, but in addition it will
tell you how many of those computers have it stopped or started.

* Hotfixes: These are any and all hotfixes for Windows computers that are
installed on your network. As with the rest of this list, it will tell you which
computers have it installed, which ones do not, and dates of installation.

This is a fantastic tool for an IT pro. From volume licensing compliance, monitoring
rogue installs of bad software to knowing who has what toolbar installed on their
browser, being able to get this information in such an easy manner will make your
day so much easier.

The People inventory

When you mouse over Inventory at the top of any page in the app (tired of
hearing us say that yet?) and then click on People, it will take you to the People
Inventory interface.

These are strictly set up based on your AD structure. Have a look at some of your
users and look at the information that Spiceworks brought over. Names, locations,
e-mail addresses, phone numbers, supervisors, and much more are here.

This really gives us the ability to associate devices, help desk tickets, and purchases
with real users within our environment. So, you will be able to retrieve information
from a multitude of sources, which saves a boatload of time.

Whew! We just went through a whirlwind of views, dashboards, and a ton of
information in a very short period of time. A good suggestion would be to play
with the different views in each category and find the one that works best for you.
There is no wrong way to get what information you need in Spiceworks!

Alright, so now that you are an expert in how Spiceworks scans a network, a guru in
setting up IP range scans, and a professional in navigating the different inventories, the
next step on your road to your Spiceworks dominance is to go into how to customize
different scans and set up some groups. No rest for you, let's get right to it.
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Customizing groups and scan schedules

We briefly went over the Spiceworks scan process at the beginning of this chapter;
once Spiceworks scans, it automatically classifies devices into groups. We saw that
in the Navigating the device inventory section. Here is exactly how Spiceworks groups
those devices:

Desktops: These are machines that respond to WMI or SSH ports, do not
have a battery installed, and are not running a server OS.

Laptops: These are machines that respond to WMI or SSH ports and have
a battery installed.

Servers: These are machines that respond to WMI, SSH, or HTTP ports
and are running a server OS such as Linux, Windows Server, or VMware.

Network devices: These are machines that respond to SNMP or SSH.

Network printers: These are printers that respond to HTTP, Jet Direct,
or SNMP.

VOIP: This is a machine that responds to the SIP port.
UPS: This is determined by SNMP, WMI, or SSH queries.
Virtual devices: These are defined by HTTP queries to virtual hosts.

Unknowns: These are machines that are not defined by AD and do not have
any open ports.

A device that is scanned by Spiceworks can and probably will be in multiple groups
between AD groups and the preceding ones. So, what if you need a group that isn't
in Active Directory and not in the preceding list? Simple, you create a custom group!
Custom groups, you may ask? Absolutely! The process to create these is a pretty
simple one. Let's go through it.

1.
2.
3.

Navigate to the Settings page, you should know how to do that by now.
Under Additional Settings, there is a link for Custom Groups, click on it.

You will find yourself on the Custom Groups screen. Here you can see all
the current groups. There will be some from your AD structure and ones that
Spiceworks has automatically put devices in.

There is a button at the bottom-left area of the window that contains the
current groups called New Group, click on that to open the new group
options below.
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At this point, it would probably be easier to explain this with a screenshot.
As it happens, there is a screenshot right here:

[Group Properties
piame: | [ETIEEE
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Match  Any El of the follewing rules: 3

Save Cancel

This menu looks pretty simple, and on the surface it is. But beware, it can get pretty
complex quickly. Lets' look at the highlighted areas:

* The area highlighted as 1 is where you are going to enter the name of the
new group.

* Click on the Change Icon link in the area highlighted as 2 to change the icon
for the group.

* The area highlighted as 3 is the rule portion of the group. Spiceworks can
create both manual and dynamic groups. If you want to put people/devices
into this group by hand, just keep this box unchecked. The group will be
visible and you can put whatever you want in it. Honestly though, we are
IT folks, we love to automate things. I think a rule-based dynamic group is
for you. If you want to go down that road, just check the box and create the
conditions for devices to be automatically put in this group.

From this simple interface you can really create some awesome, dynamic groups

for things such as groups of desktops that have their antivirus definitions expired,
machines with less than a certain amount of memory, and a certain processor. The
possibilities are endless and instead of searching around for information, you can just
look in for one of your custom groups to find all machines that fit the criteria! Brilliant!

Now, there are several reasons for carving out custom groups. Some I mentioned in
the previous paragraph and here is a big one.

Spiceworks can schedule some unique group-specific scans. They are:

* Al This is a complete inventory of devices including software,
configuration, hardware, resources, and events.

* Resources: This queries capabilities for disks, network adapters, mailboxes,
and so on.
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» Utilization: This shows system and network utilization.
* Events: This shows Windows events.
* Up/Down: Pings devices in the group to confirm network connection.

That's right, you can schedule custom and default group scans with the preceding
criteria. Let's go into how that is exactly accomplished:

1. Let's hit the Settings screen and then click on the Network Scan link; we
have been there before earlier in this chapter.

2. Scroll down until you see the Schedules portion of the page; here is where
we are going to set up your new custom scan.

3. To the right of the Schedules title, there is an Add Schedule button.
Click on it.

A window will pop up with a bunch of fields that you have to fill in to set up your
scheduled scan. We could try and struggle through each one with words, but a
screenshot is worth a thousand of those:

Add Scan Schedule

5 min lz‘
VY ¥ # F ] EE

[Sove R

Looking at this, the Scan Type drop-down list lets you choose what kind of custom
scan you want to run. We went over these on the last page. The next field is dynamic.
Just start typing the name of whatever group you want to scan and a list will pop up
allowing you to choose the one you want. Next, choose the time and days you want
to run the scan. Lastly, there is a checkbox to disable the scan schedule.

This is a really powerful toolset for you to monitor a specific group of machines
and it is brand new in Spiceworks. Set up a couple of schedules and have fun.
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Resolving unknown devices

Even if you are a super IT pro, when you do an initial scan with Spiceworks, you

are probably going to have some unknown devices. Well, if you have a very small
network of five machines, perhaps not. Anyway, Spiceworks has a tool that will help
you with resolving these unknowns.

Direct your mouse over the Inventory link at the top of any page in the app and
instead of clicking on Settings, like you are used to by this point, you are going to
click on the Scan link under My Network. The Scan Overview page will appear,
as if by magic. This is a brand spanking new page in Spiceworks and it has a ton of
information on it. Let's go through some of the important areas:

Scan '_'1 Re-Scan Network [ ~ |
Scan Overview
67% of your network was successfully scanned. B 67% - Inventoried
[ 25% - Login Errors
6% - Ei
218 177 2712 I8 6 - Errors
Devices Peaple Software
2
Re-Scan Network Add New IP Range Fix Emors
Login Errors 60 Added more devices or people? Re- Do you have more devices on your Need bo fix those errored devices? Click
scan to inventory them. network? Add a new range to find them. the errors tab to roubleshoot.
FaX ben
192.168.168.41
3
e - Scan Range Breakdown B Successiul | Emor [ Open IP Address Got more to scan? Add a new range
hyssop
192.168.168.129

We have broken it up into four major areas:

* The area highlighted as 1 is the Scan Overview pane. At a glance, it will
tell you exactly how many devices, how many people, and the number of
different pieces of software on your network. The pie chart on the right-hand
side also tells you by percentage what has been inventoried and what hasn't
by login errors and other errors.

* The area highlighted as 2 is what is commonly called the action pane on
your Scan page. Here, you can kick off a scan that you have already set up
by clicking on the Re-Scan Network button, add a new IP range by clicking
on the Add New IP Range button, or open the new interface to resolve
unknown devices by clicking on the Fix Errors button.
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* The area highlighted as 3 is an overview of scans you currently have set up
and if there were any errors within those ranges.

* The area highlighted as 4 is another overview pane but instead of a pie chart
like we see on the Scan Overview pane, here we can see the exact number
of inventoried devices, the ones with login errors, and the ones with other
errors. Another difference is that you can click on both Login Errors and
Errors to launch a tool to help you fix those errors.

Some great information is here for you. As Spiceworks further develops these tools,
there will be even more added functionality. What we are specifically looking for
right now is the pane on the left. It is the area highlighted as 4 in the preceding
screenshot. If you have errors causing devices to be classified as unknown devices,
this is a great way to figure those out. If you click on Login Errors, you will find
yourself on a screen similar to the following;:

Scan Re-Scan Network
Scan Progress 5
C - - -
-
Inventoried 155
51 Devices have Login Errors
g8V Sirport xp... These are simple to fix, and will inventory an additional 21% of your network.
Azie Anoie Base
Login Emors a1
. bel Type OF Error Degree Of Difficulty
'\ ,,' [E-SEER TN
1} Windows login failures (44 Devices)
‘We couldn’t log into these devices with th jentisls we have 4 ’3.‘
Fix |ssues 3
Errors. 25
hy=sop
R 2} S5H authentication failed for user testuser (7 Devices) -
Fix |ssues 4 3 ‘
[
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Now this is what we are talking about when we need to find specifics on why
Spiceworks cannot connect to a device. It even has a Degree of Difficulty gauge.
If you click on the Fix Errors button under either of the Type of Error numbers,
a screen like the following one comes up. Here, you will find all the devices that
Spiceworks couldn't log into with the provided credentials.

S5H authentication failed for user testuser (7 Devices

< At 2 W Cratiend ]
1. Select device(s) with common 2. Enter new credentials. Login was successful

legin credentials.
K Unicand Mac

Errored Devices Select Al

Do you need a tool to figure out what credentials work? This is the tool for you! You
can select devices that have failed from the bottom pane and they will automatically
move to the top-right pane. Then, just put in the credentials that you think are
going to work and click on the Try Connection button. Spiceworks will try those
credentials and let you know if they are good.
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This is really helpful for resolving those login errors. One last screenshot from the

regular Errors screen instead of Login Errors is as follows:
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25 Devices have Login Errors
These take a little bit of work to fix, but you can handle it. Fixing these emors
will inventory an additional 10% of your network.

Type Of Error

1) No open ports for this device were found to be responding. (19 Devices)
This typically means that there iz a firewall or permizsion issue preventing remote access.

Fix Issues.

2) Windows WMI port not open, firewall problem? (3 Devices)

Fix Issues.

3) These devices couldn't be inventoried. (1 Device)
These devices are probably unsupported by Spiceworks, or firewall or other issues are preventing us from collecting

dats

Fix Issues.

4) Permission or firewall problem? (1 Device)

Fix Issues.

S) Timeout waiting for WHI connection (1 Device)

Fix Issues

Re-Scan Network | -

Degree Of Difficulty

~
™~
™~
™~

/)"‘

o

If you notice, on the Login Errors page, the Degree of Difficulty gauges were all
in the green area. Here they are all orange or red. In addition, this menu tells you
exactly what errors exist with what machines. Spiceworks has really made it easy

for you to either fix or remove problematic devices.
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Summary

Well, you probably entered this chapter not knowing what kind of power
Spiceworks had under its hood. By now, you ought to have a pretty good idea
and we are not even halfway through the book! You have some devices in your
inventory, some software as well as people, and a good idea of how to resolve any
errors that were encountered in your initial scan.

This is a lot of information to take in and you are just doing outstanding. The next
chapter is all help desk and user portal, so you can play around with your new
inventory toys or jump right into it. On we go on our Spiceworks journey!
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Help Desk and User Portal

Whether you are a solo IT Professional or a team of 40, having an efficient help desk
is the cornerstone for any IT department. A help desk is more than just a ticketing
system; it is a way for you to track internal resources, track the time spent in
resolving an issue, and even prioritizing the current open issues.

One of the huge advantages of Spiceworks over other products in the help desk
space is its tight integration between different parts of the application. Information
in one facet of the application is accessible in many other facets. So in a single
pane of glass, you have all the information you need at a glance. The help desk is
no exception to this rule. Tickets can be opened to track purchases associated to
users and computers or devices, and rules could be put in place to automate many
common tasks. Let's have an overview of what we are going to cover in this chapter:

* An overview of the Help Desk interface and the User Portal

* Setting up users, permissions, and the e-mail functionality

* Configuring User Portal

* Using custom attributes

* Creating tickets

*  Ways of working the tickets in Spiceworks

* Extending the User Portal and Help Desk with plugins
Yup, you did read that right; we are going to cover all these topics. I highly

suggest you grab your energizing beverage of choice as this is going to be
a wild ride. Let's get right to it!
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and User Portal

An overview of the Help Desk interface

and User Porta

There are two interfaces of the Spiceworks' Help Desk as follows:

* The first is for admins and IT staff, and we will be calling it the
Administrative Interface (AI).

* The second is for the users you will provide support to open tickets, modify
or check the status of open tickets, and get IT information. This is called the

User Portal (UP).

If you have used any kind of commercial Help Desk application, these concepts
should be pretty familiar to you. If they are not, don't despair, we will be getting

very friendly with each of them.

To get to the Al from anywhere in Spiceworks, click on the Help Desk link at the
top of the page. Once you open Help Desk, you will see a page as shown in the

following screenshot:

WORKS Community Inventory Help Desk Purchasing o)
Help DeskIOpen Tickets~ i 1 New Ticket || Settings | -
¥: Want to have more power over your power? Try this widget 5
#a Summary Assignee Creator Priority Due Updated
o1 Upgrade Jason's laplop to Windows 7 Jeff Grettier Alex Reiss Med 01704112 -
L] Marketing Printer Out of Tener Nicole Tanzillo Marvin Android Med 0228111 02724
" 88 Improbabilty Drive too Predictable Jeff Grettler Marvin Android Med 02121 01/04112
88 Machine needs more RAM Jeff Grettler Alex Reiss Med 0104112
85 test from demo Jeff Grettier Greg Kattawar Med 01/04/12
M g4 Jay's hard drive is filing up Jay Halberg Jay Hallberg High 1113110 011
3
Upgrade Jason's laptop to Windows 7 Close
Ticket submitted 2 years ago by Alex Reiss
Priority Due Date Assignee Category Time Spent Last Activity
Med None Jeff Grettler Unspecified 10m Ayear ago
Activity Details
RESPONSE NOTE
All ~
E Assigned to Jeff Gretller
H a yesr ago by Steve Spice
5 ran
“Windows 7 license’ purchase was Approved {\
2 years ago by Alex Reiss (Craator) A
5 ran
4 Created purchase item: Windows 7 license’. (\
2 years ago by Alex Reiss (Craator) b8 |
2
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Let's go through the main parts of the Al; the explanation for highlighted areas in the
preceding screenshot are as follows:

The area highlighted as 1 is actually a plugin that comes along with the
installation of Spiceworks and is called My Ticket Views. This plugin
provides a quick access menu to define which Help Desk tickets will be
displayed. It is a fully customizable way to create different views on your
tickets and keep your Help Desk running like a boss.

If you need to create a new ticket, just click on the New Ticket button The
area highlighted as 2. We will be going over the process to allow users to
open tickets themselves (the preferred way for the users to let you know

that their keyboard is unplugged or anything else they may be having an
issue with). There will be times though where you will want to create a ticket
yourself, and to do that, click on the New Ticket button.

The area highlighted as 3 is the Ticket Summary section. You can see at

a glance the ticket number, summary, creator, priority, the due date (if
applicable), and the date the ticket was last updated. This is a great way to
browse tickets.

The area highlighted as 4 is the Ticket Details pane. When you click on a
ticket in the Ticket Summary section, this information dynamically changes
to fill in any ticket details. You will do most of the editing of tickets in this
section of the Help Desk.

There you have it, the Help Desk Al in a nutshell. Pretty intuitive, isn't it? We will be
getting into more of the nitty-gritty of working a ticket a little later in this chapter;
we just wanted to get ourselves familiar with the interface.

Next, we need to create some user accounts in here so the IT Support staff can
actually do some work.

Setting up Spiceworks users,
permissions, and e-mail

We went over the different user levels in Chapter 1, Setting Up Spiceworks, but in case
you didn't read that section, here is a brief overview:

Admin: These users have full administrative privileges within Spiceworks.

Help Desk Admin: These users have full administrative access to the Help
Desk section of Spiceworks.

Help Desk Tech: These users only have access to the Help Desk tickets that
they are either assigned or copied on.
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Reporting: These users only have access to the reporting portion
of Spiceworks.

Now if you are a solo IT Professional in an office, you won't have

to worry about adding additional users. You can just skip ahead to
o

setting up the e-mail account and templates. You can't assume we
aren't looking out for solo IT Professionals out there.

As we had discussed in Chapter 1, Setting Up Spiceworks, if you are wondering
whether you would have to configure accounts for every end user (non-IT folks)
who is going to use the Help Desk User Portal, don't worry, you won't have to do
that. As users log into the User Portal, a user account will automatically be created
for them, and no IT pro action is needed.

You already set up your main Admin users after you installed Spiceworks, so
now we have to set up your Help Desk staff so they can view and work on tickets.
This process is really straightforward and similar to creating Admin users within
Spiceworks. Here are the steps:

1.

To navigate to this page of Spiceworks, just move your cursor over the Help
Desk link at the top of the page, and click on Settings on the right-hand side.

Once you are on the Settings page, click on the User Accounts link in the
Personal section.

Adding users for a Help Desk role is the same as adding a Spiceworks
Admin, except in the Access column where you click on the dropdown and
select either help desk Admin or Tech.

Click on Save to commit changes into Spiceworks.

The last step is to configure what e-mail is received by these folks.
Fortunately, Spiceworks has the Help Desk option, which means they won't
get alerts or weekly reports but just e-mails from Spiceworks regarding the
Help Desk. Click on that option in the Email Notifications column for each
of the users you just created and you are good to go.

We are talking a lot about e-mail, so the next step is to configure the e-mail settings
in Spiceworks.
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Configuring the e-mail settings in Spiceworks

Spiceworks uses e-mails not only for sending out notifications to the IT staff, but
also for sending out updates on tickets to end users and sending out scheduled
reports. Spiceworks even monitors a mailbox and creates tickets based on messages
that get sent to that mailbox. Yes, you read that right. You can configure Spiceworks
to monitor a specific mailbox, and it will automatically create a ticket for any
message that is received by the inbox. So if you have a mailbox that your users send
their issues to (or if you don't, I would highly suggest creating one), migrating to
Spiceworks Help Desk is going to be a breeze! The last part of this section will be an
overview of e-mail templates, and how you can exactly customize what you send
through an e-mail.

Let's head back to the Help Desk Al to set up all of these. Click on the Help Desk link
on the top of the page, and look right next to the New Ticket button for Settings. Click
the drop-down arrow to expand this menu to include both the Help Desk and Email
Setup options. You can refer to the following screenshot:

Help Desk Open Tickets~ Mew Ticket | Settings | ~

Help Desk

#a Summary Assignee Creator Priority Due .
Email Setup

91 Upgrade Jason's laptop to Windows 7

Alex Reiss

This is going to open up the Email Settings wizard. One of the reasons we came here
instead of staying on the Settings page is because Spiceworks bundles most e-mail
settings into this single wizard so we can set up everything in one go. Spiceworks
has numbered these steps, but since we are rebels, we won't be following their
suggestions to the letter (as we will be going through the User Portal in the next
section of this chapter). We are going to skip the first option and jump directly to the
second one, Configuring Spiceworks to Send and Receive Email. A menu slides
into place that has everything we need to get this step completed.

Before we jump into setting up the e-mail account, there are a few things that you
should be careful about. At this stage of your Spiceworks configuration, Spiceworks
does not know the difference between junk e-mails and valid requests. This includes
out-of-office replies. The e-mail address that you configure here should serve only
one purpose, that is, of being a help desk e-mail address, and should not be on any
e-mail the distribution lists. Failing to do so might cause a feedback loop.
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For example, If an e-mail arrives in the Help Desk inbox from a distribution list where
the Help Desk is a member, Spiceworks creates a ticket and sends a confirmation
e-mail back to the originator. In this case that is a distribution list that has the Help
Desk e-mail on it. That e-mail arrives in the Help Desk inbox and Spiceworks
automatically updates the ticket and sends out a confirmation back to the distribution
list. This causes an endless loop where Spiceworks itself is creating updates to a
single ticket. IT Professionals who come to the office and open Spiceworks find that
they have received hundreds of e-mails due to this. Needless to say, it wasn't a good
morning for them! So just make sure that the mailbox you set up in this section is
solely for Help Desk requests. We will be going through ticket rules at the end of this
chapter, so don't worry, we have your back.

Now let's get back to the task at hand. The menu we opened comprises three sections:

* Display Information: This section deals with the name and e-mail address
that will be present in the From field of the outgoing e-mails. An important
thing to remember in this section is what you fill into the e-mail address field
is the reply-to address. I highly suggest putting in the Spiceworks-monitored
e-mail box that we will configure in Step 3 in the Sender Email field, or else
you will lose most of the functionality the Help Desk provides.

*  Outgoing Email: This section deals with the Outgoing Email server. This
can be either a local exchange e-mail server or any SMTP e-mail server. This
includes cloud-based e-mail services, so you don't need a local SMTP server for
e-mail to be sent out. Note that this server should be the same e-mail system
(either cloud or local) as your monitored mailbox. Although you don't have to
do it in this way, there is a very high chance that spam filters will classify any
Spiceworks e-mail as spam if the outgoing mail server is not the MX record for
the domain that is in the reply-to address.

* Incoming Email: This is one of the most important settings in the Spiceworks
Help Desk. As we went through right before jumping into this menu,
Spiceworks can monitor a mailbox, create tickets, and update existing tickets
based on messages that arrive in it. Both IT Professionals and end users can
update the tickets via e-mail. IMAP, Exchange, and POP are all supported
here. Fill in the details for either your cloud or local mailbox.

Let's dig deeper into the Incoming Mail setting and what it means to you. This

is a very powerful feature and one that comes out of the box in your Spiceworks
installation. If anyone sends a message to the mailbox specified in the Incoming Mail
field, depending on the subject line, Spiceworks creates a ticket extracting information
from the e-mail. The Email Sender becomes Ticket Creator, Email Subject becomes
Ticket Summary, Email Body becomes Ticket Description. Once Spiceworks creates
a ticket, it then sends an e-mail to both the creator (sender of the e-mail) and also any
Spiceworks users who have Help Desk e-mail notifications enabled.
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We are done with this wizard. Just click on Save to close the screen, and then click
on Done to close the wizard. We have set up a mailbox for Spiceworks to monitor as
well as configure a From e-mail address and the name of the sender. Now it is time
to specify who receives these e-mails.

To get to the Help Desk settings page, just click on the Settings button (the same
menu we dropped down to get to the Email Setup wizard). This takes us right to the
Help Desk settings page. There is a lot going on here, so let's go through the different
sections at a higher level:

Admin Email Notifications: This section allows you to specify in some
detail about who receives the e-mails when different actions take place
in the lifecycle of a help desk ticket, and it has three columns:

o

All: Full admins and Help Desk admins within Spiceworks

o

Assignee: The Help Desk Tech role that receives e-mails when a
ticket is assigned to them.

Copied Admin or Tech: Any admins or Help Desk Techs who are
copied on the ticket

User Email Notifications: This section provides details about end user
communication the same way the above section does. This can be fantastic
to keep your users updated on open tickets. There are two columns here:

o

Submitter: This column specifies whether the originator of the ticket
is e-mailed when changes to the ticket are done.

Copied Users: This column specifies whether any users in the "Cc"
field within a Help Desk ticket are e-mailed when changes to the
ticket are done

Ticket Notification Templates: This section allows you to modify the ticket
template notifications. The template out of the box is pretty robust, so you
shouldn't have to modify anything at this time. Make a note of where this
section is located though as you may want to modify these notifications in
the future.

Help Desk Extensions: In this section, you should see both My Ticket Rules
and My Ticket Views as checked. These are plugins that are installed out

of the box with Spiceworks. There should be a third plugin here as well,
although not checked, named LogMeln Rescue. If you use this product to
connect to remote workstations, this would be your lucky day as it is fully
integrated with Spiceworks.

Labor Cost: Here is where you can put the value of time for Help Desk
technicians. Filling in this information is great not only for Managed Services
Providers, but also for creating reports detailing work done in real dollars.

[53]



Configuring the Spiceworks Help Desk and User Portal

* Optional Functionality: Check the boxes next to the features you want to
implement. Some of these include automatically assigning a Help Desk
Ticket to any Admin that comment on it through the Spiceworks Desktop,
allowing tickets to be deleted and enabling HTTPS on the User Portal.

*  Bulk Ticket Delete: This section is useful if you find that someone spammed
the mailbox Spiceworks was monitoring, and it then created many tickets
based on those spam e-mails.

* Ticket Import: This section is for importing tickets from other Help Desk
ticketing solutions.

That's it for e-mail settings! Don't worry if you didn't have all the information that
you needed to fill all of this in as you read; these can easily be changed at any time.

The next section of the chapter involves the Active Directory (AD) integration
within Spiceworks; if you do not use AD, you can just skip to the Configuring
User Portal section.

The last step in this section of the chapter is to integrate Active Directory into our
Help Desk. This way, users can log in to our User Portal and open their own tickets
with their AD credentials (along with some other cool stuff that you can do). We
have been there before setting up AD for our Network Inventory. Just move the
cursor over the Inventory or Help Desk links at the top of any page in the app and
click on Settings. Then click on the Active Directory Configuration link. This takes
you to the page devoted to AD.

You should have already configured most of these fields when we were setting up
our first network scan. What we are looking for here is the Portal Integration section.
You might have to scroll down as depending on your screen resolution, it may not
be initially visible on your screen. Checking this box just lets users use their AD
username and password on our User Portal when they create their own tickets.

One less password for them to remember. Brilliant!

We have talked a lot about users creating their own tickets within Spiceworks
through the User Portal; let's configure that functionality right now.

Configuring User Portal

Out of the box, Spiceworks provides a customizable User Portal. We have focused on
an end user's ability to open their own tickets and check on the status of those tickets
up to this point, but the User Portal can provide much more than that. You can create
different tabs on the portal or create widgets that can provide information to the end
users, network status updates, and even the weather among many more. The tools
for creating this content are also included in every Spiceworks installation.
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There are two tools that Spiceworks provides in order to publish the User Portal:

* Portal Designer: This tool helps you design and test the look and feel of your
portal. You can add or remove articles, pages, and knowledge-base entries
along with changing logos.

* Content Manager: This tool allows you to create articles, pages, and
knowledge-base entries.

The User Portal is a fantastic tool. It can simplify your Help Desk procedures

and really make your users feel empowered (not to mention the e-mail and phone
traffic into the Help Desk will go down drastically). Now let's find out how you
can implement all of these wonderful features into your Spiceworks installation.

Just move your cursor over Help Desk at the top of the page, and click on the User
Portal link on the right-hand side. This takes us to the page where we can get to both
the Portal Designer and Content Manager tools. Currently, there isn't any content to
design, so let's create a basic article. Click on Content Manager and it opens up. The
following is an overview on the different sections of this page:

User Portal Manage Content | 1 uew.r\muel [view & Design Portal

m B Waek 15 have mors power over your poveer? Try this widget &
- Admin N modifed aver 2 yews o edit | deete
& Closed tickets link maodiied almest 3 years ago wdil | dulete
4 Mew User Intra modfied 2 years ags by Doug Detiefsen dit | delate
5 Welcome modiied almest 3 years ago it | delete
& Westhound Welcome maddied 2 years ags it | delete
3 Your Hew Content madiied 2 years ags by Doug Brown adit | delate
[ Toner Changlng modiied 2 years age by Doug Brown it | delete | view in portal

B I|EE® Pasge Link
EE W M| o | [Esures
Style - | Farmat - Fom - | size

- 4
Phone Numbers J

« (512) 5554521

* [£12) 44513719
Links
+ SpiCewarks Mame

+ Spicewsrks Commenity

I Publish | Cancel | Delote ;

The following explains the highlighted portions in the preceding screenshot:

* The area highlighted as 1 shows the New Article button. As if you couldn't
guess, this button is what you are going to click on to create a new article.

* The area highlighted as 2 shows the View & Design Portal button. Once we

have created an article or two, we will be clicking on this button to head to
the Designer interface.
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* The area highlighted as 3 shows the article summary. It shows the article
title, when it was last modified, and the edit, delete, and view in portal links.

* The area highlighted as 4 shows the article editor tools. Here you will find
tools to format the content you are creating in the Content Manager. Many
will look familiar and give you freedom to create what you need: bulleted
lists, numbered lists, text justification, different fonts and colors, and so on.
Something else is here in the tools as well, that is, buttons to automatically
link different content together. If you click on any of these buttons (Page
Link, Article Link, or Knowledge Base Link), a window pops up that shows
the specific content you have already created, and automatically creates a
link within the current article. Lastly, there is a Source button that shows you
the HTML source, so if the tools are just not doing it for you, you can go right
into the code and make it just the way you want to.

* The area highlighted as 5 shows the Publish, Cancel, and Delete buttons.
These buttons either publish the page you are creating on the portal, delete
the page, or cancel any changes you have made.

The Content Manager is where you can create pages to publish on your User Portal.
Honestly, the main strength of the Content Manager is the ability to easily modify
existing content in a single interface. You can modify content from one article and
move on to the next one with a minimum number of clicks.

So what do we do with this complex content that we create in the Content Manager?
Well, we build a fantastic site to publish them on, of course. This is where the Portal
Designer comes in. While we create a lot of the content in the Content Manager, the
Designer lets you put that content on a site.

If you are still in the Content Manger, let's click on the View and Design Portal
button; if you are not, just move the cursor over the Help Desk link at the top of
the page and then User Portal, and finally the Design the User Portal link.

1 2

pice Market
— [ o

For help with an IT issue you are experiencing, please complete the form below. Phene Numbers

..... _—

Links

Choass Fila | Mo fils chosen Completed IT Help Requests
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This is pretty much a WYSIWYG editor for your portal. Let's go over the main
sections of this fantastic tool; the numbers mentioned inside the boxes in the
preceding screenshot refer to their respective explanation as follows:

The area highlighted as 1 displays toggles to easily switch from the Designer
view to the End User view. This is great because you can immediately see
how the users will see the Portal through their web browser without any of
the design tools visible.

In the area highlighted as 2, you can create a new article or manage content
through a pop-up window that allows you to add content on the fly, which
you will be using a lot, and you also have the Preferences drop-down menu.
The Preferences dropdown contains both the Preferences and Page Settings
menus. You will be using the Preferences menu a lot, unlike the Page
Settings menu, which just lets you rename your page.

The area highlighted as 3 displays your tabs or pages that you create to sort
different types of information along with the Jump To menu that lets you
jump on to any other page on your portal. Among some different tabs you
might want to put on your portal is the Home tab that can be created for
users to fill out a Help Desk ticket. The next tab could contain information
for new employees (you can name it whatever you heart desires), and the last
could be an FAQ that instructs users on how to set up their mobile devices
to connect to your e-mail server. The choice is up to you! Don't you just
feel that power coursing through your veins? To add a tab, just click on the
New Tab button and the tab gets added; you just have to name it. Just one
thing though, that tab will not be saved until you actually put some content
in there. How do you do that? Glad you asked as those buttons are the next
things on our list. In the top-left corner is where you can jump to another
page you created in the Content Manager.

The area highlighted as 4 shows your main content section. Articles or
knowledge-base pages that either need a lot of information, or are presenting
a lot of information should be in this section. For example, this is the spot for
pages such as Ticket creation, Company directories, and FAQs.

The area highlighted as 5 is the sidebar section of your User Portal.
Spiceworks is initially laid out with a main section and a secondary one,
which is the sidebar on the right-hand side. This is good for shorter snippets
of information. You can provide some e-mail links, perhaps a weather
forecast, or even a Network Health widget to let your users know that your
network is working like it should. What am I saying? Of course, if your
network never goes down, you can just disregard that last suggestion.
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The Portal Designer is a really powerful design tool that enables you to pretty
easily get a site up and running in a minimum amount of time. Before we
move on any further, I do have a couple of areas that are deserving of some
more in-depth information.

First, let's look at the second highlighted area in the previous image,
the Preferences button and its drop-down menu.

Portal Preferences
Box borders Main only E
[ | N |
@

Portal image: | Choose File | Mo file chosen

The current logo is shown below, delete this logo?

ﬁSPicc Market

Westbound IT Portal

Theme Color Overrides

When we talked about you being able to alter the look and feel of your portal, this is
the main area where that happens. You can choose to preset color schemes, add your
company logo, name your page, and even do color overrides for different parts of
the portal. This is a great and easy tool to make your User Portal look like your own
instead of just some cookie cutter. Just make sure to click on the Save button before
you close it out to make those changes stick.

The second tool that we have to hit before moving on is also in the same highlighted
portion of the overview, specifically the Manage Content button. I had mentioned
earlier that you would be using this a lot, and you will. This is how you add content
to pages. Now you might be thinking, "What kind of content can I add?" Well, we are
going into that right now. That was kind of spooky how this book just answered the
question that you were thinking, right? Just accept it because we are diving into the
Manage Content button. Go ahead and click away!
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Here is just some of the content that you can create on your portal:

Manage Content
Spiceworks Content Your Content
- Login/Logout Form Al Admin
W Mew Ticket 4 Closed tickets link
W Open Tickets Al Mew User Intro
' Closed Tickets a1 Welcome
G2 Open CC'd tickets 4| Westbound Welcome
G% Closed CC'd tickets 4| Your Mew Content
= IT Articles E3 New Content Block
& User Prafile | [Frame
 Custom Ticket Form
-] Passward Strength Calculator
Close

If you notice in the preceding screenshot, the left column is titled as Spiceworks
Content. This is the content that comes built-in with Spiceworks. The right column is
titled as Your Content; there are a couple of built-in options such as iFrame and New
Content Block (just adds a new article basically) as well as any pages or articles that
you have created.

One of the most important links on this menu is Custom Ticket Form. This is a
fantastic tool that lets you create forms for creating Help Desk tickets with customized
information. You can link Custom Attributes to this form and integrate things such

as Department, Priority, or whatever else you wish to add. Just click on it and play
around. The interface is very intuitive, and for every feature you add to the form, there
is a little gear that shows up which lets you edit the settings for that section.

Allin all, a very robust set of tools and options to add different types of content out
of the box. Not only that, but as you create more cool articles, they will automatically
show up in this menu.

Now, since every organization is different, every User Portal will be different.

The information will be set up differently, the FAQ sections will vary, but I can say
that one thing all User Portals have in common is a Help Desk ticket creation section.
That is one of the reasons we are setting this up, right? So users can log in and open
their own tickets along with seeing the status of their open tickets.
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Set up the portal the way you think you want it and test it within your team. Get your
specific information on pages and experiment with the layout. Log in to the portal
and open a ticket or two, and then go in and look through the Spiceworks desktop to
see them in the queue. If you do this right now, without finishing this chapter, I can
predict with utmost certainty that once you finish this chapter, it will change.

We need to discover a couple of other things that may drastically change the way
you look at that ticket-creation section. This portion of the chapter doesn't go into
those though. But all is not lost, lucky for you; the next one does highlight one of
the main tools we have within Spiceworks to really be able to get some information
within Help Desk tickets that means something for us. If you haven't eaten, grab
something because the next section shouldn't be read on an empty stomach.

Standard and Custom Attributes

Standard and Custom attributes are fields that you can customize and insert in either
a Help Desk ticket or device in your inventory. This is a little more advanced, but

we couldn't let it slide because it brings to the table so much functionality. I am not
going to dive too deep into this, so here is an overview:

1. First, we need to head to the Settings screen. Then move your cursor
over the Help Desk link at the top of the page, and click on Settings on
the bottom-left of the menu that opens up.

2. On the Settings screen, scroll down to Advanced and International Options
and click on it. You will find sections for setting up a proxy for your
Spiceworks server, Standard Attributes, and Custom Attributes.

Let us first have an overview of the built-in Standard Attributes; we are not going
to go through every single one here but just the columns and what they mean.
The numbers mentioned inside the boxes in the ensuing screenshot refer to their
respective explanation as follows:
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Standard Attributes

Specify default values for attributes and maintain attribute lists

ecify ac parated list 5. The first item will be the default value. Start
alue blan
Default Value Iy Req
Portal? .
Location Text not set
PUIEIERE Date not set Device
Date
F'Llrc_hase Currancy not set Device
Price
Category List . Maintenance, End User Support Ticket

Marketing, Sales, Operations, Executive, Accounting. HR, [T, Development
Admin, . DEV, GNA, MKTG, Technical Support, G&A, DEV/Test

Department  List Test/Development. SalesX, Business Development, Dev, FOOBAR, SALES Person L
Senvice, Maintenance. Accounts Payable, EMEA. Intems-Contractors
Location et Main Office, Satellite Office, MR, Mountain Ridge, Austin, Georgetown Persan
Leander, remate. LB, Ladera Bend, Remote v
Charge To List General, IT, Facilities, Sales, Marketing, Accounting, Executive Purchase

The area highlighted as 1 displays the Name field. It implies the name of the
Standard Attribute, and it is not editable.

The area highlighted as 2 displays the Type field. It implies the kind of
attribute that this is, and it is also not editable.

The area highlighted as 3 displays the Default Value field. These are the
contents of the attribute. If a user needs to modify this value in a ticket or a
device, they show up as a drop-down menu. These are editable; just move
your cursor over the options, and they will turn yellow. Once they do, just
click on them and a text box will appear, where the list was, and you can start
editing right away.

The area highlighted as 4 displays the Applies To field. This is a very

important attribute. Attributes can apply to devices, people, tickets, vendors,
and purchases; it is not editable.

The area highlighted as 5 displays the In Portal? field. This is another very
important attribute. Checking this box will allow you to add this attribute to
the Custom Ticket form in the User Portal. This attribute is editable.

The area highlighted as 6 displays the Req. field. Checking this box will make
this field required when a user is creating a Help Desk ticket through the User
Portal. So no more tickets with half filled out forms! A user that tries to submit
a Help Desk ticket through the User Portal without this information will
receive a message asking them to complete the form before submitting.
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Now those are the built-in attributes, which if that were all there were would be cool
and help you out. But Spiceworks made it easy for you to create your own custom
attributes. These are fully customizable and following is a screenshot of the process
of adding one:

Custom Attributes

For lists, specify a comma separated list of options. The first item will be the default value. Start the list with a comma to make
the default value blank

Name Type Default Value Applies To Portal? Req.
Code Record List 100, 200 Device
. Human Resourses, Marksting )
Department List Development, Test/QA, Sales, Support Ticket
Shared Resource List No, Yes Device
Submitted By List Portal. Email. Walk up, Phone call Ticket
Text El i Device E|
Saw Mumber
Currency
Date
List
Text Field

Just scroll down to the Custom Attributes section, click on Add, and a new row

will open up, which is very similar to how you added Spiceworks users. The columns
are the same but I have highlighted the types of attributes you can add. Most are
self-explanatory; I just want to highlight something about the List option. When
adding a list, the values are comma separated with the first value showing up as a
default in the dropdown. If you want to create something that is required on the portal,
for example, the priority of a ticket, the correct way to do that would be as follows:

, low, medium, high

This will have a default value of nothing, which means that the user will have to fill
that in for them to successfully open a ticket. If you put the values in as 1ow, medium,
high, the default value would be 1ow and they could open up a ticket without touching
that required attribute. This helps you to get the best results using Custom Attributes.

So you can see how important these attributes can be for you. From filling out the
purchase date of a server to what specific area a user is having issues in when they
are filling out a ticket through the portal; the possibilities are just about endless.
Another great thing about these attributes is that they are all reportable. If you have a
list asking a user whether the ticket is in regards to a printing issue (Yes or No), you
will be able to pull a report on how may "Yes" tickets there were. So the only limit is
how you want to implement these in your Spiceworks installation.

We have been talking a lot about tickets; let's get some created!
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Creating a ticket in Spiceworks

There are basically three ways in which tickets get created in Spiceworks:

Creating a ticket manually: A Spiceworks user (not the end user; one of

the folks you created earlier in this chapter) creates one manually through
the desktop. For end user tickets, this would be for those dreaded hallway
hijacks where a user stops you in the hallway to tell you about their
problem, or a user calls on the phone to tell you there is an issue. Spiceworks
admins can also open tickets for tasks, purchases, or change control. The
main thing here is that those tickets are directly created within Spiceworks.

Creating a ticket through the User Portal: These tickets will be created
through the User Portal when an end user logs into the User Portal and fills
out the Help Desk Ticket form. Once they click on the Submit Request
button, a ticket is created and e-mails are furiously sent out to the user
(ticket open confirmation) and Spiceworks admins (New Ticket notification).

Creating a ticket through the monitored mailbox: If a user or even a
Spiceworks Admin sends an e-mail to the mailbox you configured earlier in
this chapter, Spiceworks automatically creates a ticket based on that e-mail. It
gleans information from the e-mail itself to create the ticket. As we went over
earlier, the sender becomes the creator, the subject becomes the summary,
and the body becomes the description. If you already have a mailbox that
users send requests to, this will be easy to implement.

You can also configure it to use for a multitude of processes that the IT Dept does on a
daily basis. Some examples of this are Change Control, assigning tasks to members of
your IT team among a host of others. Now, since most of your user tickets are going to
be created through the User Portal by the users themselves or through the monitored
mailbox, these tickets have next to no IT Pro interaction. Since there will be times
where you need to create a ticket manually, let's go over how to do that now.

1. First click on the Help Desk link at the top of the page; this will take you to

the Help Desk dashboard.
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2. Click on the New Ticket button on the top-right part of your screen.
A window opens up that looks like the following screenshot:

¥ Create a new ticket

ontact: Related to:

darren@darrenschoen.com

Summary:

Description:

CC Users:

Assigned to:

Unassigned E|

Due Date: Priority:

[ High @) Med =) Low

this friday”, “july 3", more examples

F
Category: Department:
Submitted By:
Portal [+ ]
Attachment:

Choose File | Mo file chosen

What is this?

Tip: Record the data you need by adding a Custom Atftribute

Save | Cancel

This is the interface where you can manually create a Spiceworks Help Desk ticket.
Let's go over some of the important sections; the numbers mentioned inside the
boxes in the preceding screenshot refer to their respective explanation as follows:

* The area highlighted as 1 is the portion of the window that tells you who the
ticket creator should be. A great thing about Spiceworks and AD integration
(and syncing) is that you can just start typing a name and Spiceworks starts
searching for your users giving you a list based on what letters you type.
Great for folks like us who spend too much time typing in full names. The
Related to: field is used if you want to associate this ticket with a specific
device. This could be a laptop, desktop, printer, or server. The Summary: and
Description: fields are exactly what they are, that is, a summary of what the
ticket is about, and then a longer description of what issue is going on.
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* The area highlighted as 2 is where you can immediately assign the ticket to
a Help Desk technician, copy someone so they also get updates on the ticket
status, put in a due date, and lastly indicate what the priority is. You don't
have to assign the ticket to anyone right off the bat, but the option is there for
you to do so.

* Now look at the area highlighted as 3 carefully. See anything familiar? No? Are
you sure? How about you go back a few pages where we talked about Custom
Attributes. Go ahead, skip back, and have a look. Some of those items that we
saw in the Custom Attributes section are here in this section. Now, these don't
have to show up when you create a ticket yourself; they can also show up this
way on the portal so you can have users fill it in before they submit the ticket.
They can all be reported on as well. So you want to know how many tickets
the Marketing Department created in the past month? You can, and easily too!
Now you know why we devoted that precious page space for going through
the Custom Attributes section, don't you?

Once you fill everything in, just click on the Save button and the ticket is created.
Okay, I am going to be a bit candid here. Our goal here is not to have you fill in a lot
more fields to open a ticket about a toner being out in the user's printer in the next
office. Our goal here is to empower users to fill out their own tickets. Personally,

I have not filled out a user issue ticket in quite a while; of course this has come

after training my users for many years, but the only tickets I really create are for
purchasing and tasks today.

Now opening and working tickets are two different things. Whether you open tickets
yourself or the users do it, you are going to need to work through and close them.

Working a Help Desk ticket in Spiceworks

There are two main ways to work a ticket in Spiceworks. If you are wondering
what I mean when I say "working" a ticket, this is when you update the status,
add information, request more information from a user, add the time worked for,
and eventually resolve and close the ticket.
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Let's go over the details of what you can do through the Help Desk desktop. Click
on the Help Desk link at the top of the page to get there. We went over this briefly
earlier in this chapter, but now, let me take you deeper into how you can work
tickets. Highlight one of the tickets in the queue, and you will see something like the
the pane beneath in the following screenshot:

#+  Summary Assignee Creator Priority Due Updated

93 Cannot use Keyboard Darren Schoen Ben Brookshire High 063013 -
a1 Uparade Jason's laptop to Windows 7 Jeff Greftier Algx Reigs Med 01/04/12
J
Cannot use Keyboard Close
Ticket submitted 20 minutes ago by Ben Brookshire
Priarity Due Date Assignee Category Time Spent Last Actiity
High None Darren Schoen End User Support 0m ﬁ 20 minutes ago
2
Activity Details u

RESPONSE NOTE

Assigned to Darren Schoen
20 minutes ago by Darren S

m Al >
'

r

Cannot ty| nything on keybeard. | am opening this ticket with the sheer power of my mind Al
20 minutes ago by Ben Brookshire (Creato 2'

At the top, you see the ticket summary (I didn't highlight it as I know you are smart
and could figure out where it was). If there are multiple tickets in the summary
portion, the areas below dynamically change to reflect the ticket details when you
click on them. There is a lot going on in this small space below the ticket summary
list (you might be figuring out that this is a pattern in Spiceworks, that is, lots of
information being displayed at one go).

You might also notice the excessive use of the color red in this screenshot. This was
not our magic editor marking this one up. If you have a ticket that is a High priority,
and if you highlight it in the ticket list, it will be red rather than blue to let you know
that it needs attention. Let's go through the specifics of what each of these areas in
the ticket detail pane do. The numbers mentioned inside the boxes in the preceding
screenshot refer to their respective explanation as follows:

* The area highlighted as 1 is where you can edit the ticket summary (just click
on the little pencil right next to it). You can also close the ticket by clicking on
the Close button to the right.
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This portion of the details pane the area highlighted as 2, is where a lot of the
editable information resides: Priority of the ticket, due date, who the ticket

is assigned to (Assignee), time spent, and when the ticket was worked on
last(Last Activity). Most of these are editable by clicking on that magic pencil
icon next to what you want to modify.

Right below is another important section the area highlighted as 3. If you
notice, there are two different links in this box, Response and Note.

o

When you click on Response and then type in something directly
below, it will be visible to all the users on that ticket. This is great for
asking a user for more information as once you type something into
that box, Spiceworks will e-mail the update to that user. They then go
back to the User Portal and fill in the information you requested, or
just reply to the e-mail sent, and Spiceworks updates the ticket.

The Note functionality is for Spiceworks admins to put a private
note on the ticket. Only Spiceworks admins will be able to see that
information through the Help Desk desktop; it will be invisible to
the end users and they will not receive an e-mail saying the ticket
was updated.

The area highlighted as 4 is the activity timeline. Any time a user or
Spiceworks Admin touches the ticket, Spiceworks adds what was done to
this timeline. This includes closing a ticket so you can exactly see when a
ticket was closed.

. Spiceworks is constantly working to update their software with
% the added functionality. Some things on the roadmap are adding
L purchasing and labour into this pane. There may be enhancements to
these views by the time you read this.
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But wait a second, isn't there a Details tab here that wasn't covered? You are correct!
We were just getting to that section of the ticket. Here is a screenshot from the
Details pane:

| Totally same as Activity Pane is
cannot use Keyboard = | e Close
Ticket submitted 20 minutes ago by Ben Brookshi

o

Priority Due Date Assignee Category Time Spent Last Activity
High None Darren Schaen End User Support Om 20 minutes aga

Activity Details

Users Ticket History Additional Details

Assignee Created Department
Darren Schoen 20 minutes aga Support

Creator Last Activity (You Submitted By
Ben Brookshire 20 minutes aga Portal

benb@spiceworks com
@spi Last Actiity (Creator

CC'd Users 20 minutes ago \I
e Totally Different

As you switch tabs, the information completely changes. On the Details tab, we
get some really informational and historical data. At the time of writing this book,
you could not edit any of these fields, but it is great that all this information is in
one easy place.

We went over how you would lose some functionality of the Help Desk if you didn't
have an e-mail connection and a dedicated mailbox earlier. When a ticket is opened,
the user gets an e-mail stating that a ticket was opened. When a ticket is assigned,
they get an e-mail notifying them as well. Whenever something is typed in the
Response box, the user gets it in their inbox. If you have set up a dedicated mailbox,
they can then just reply to the e-mail with their response and Spiceworks updates the
timeline automatically. This is great for IT Professionals who are not present at their
computer desk a lot and are running around their facility taking care of users, or on
the road and don't have access to a machine with Spiceworks. So without a dedicated
mailbox that Spiceworks can use, all of that goes away. So you see, having one is
very important.

Tickets can be opened, updated, information requested, information given, and closed
through e-mail. Yes, you can even close tickets via this method. In fact, you can add
time, assign tickets, create tickets, and do almost everything you can do through the
desktop with the Spiceworks Help Desk software called, Tickets Anywhere.
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When you e-mail the monitored mailbox with specific commands in the body of the
e-mail, Spiceworks reads those and does tasks based on those commands. They are
preceded by a hashtag and following are a few examples:

Action Commands

Close a ticket * #close

Set the priority of a ticket * #priority high
* #priority low

Accept a ticket * #accept

* f#assign to me

These are just a few examples; the complete list can be found at :
http://community.spiceworks.com/help/Tickets Anywhere.

As you can see, this is a really powerful tool you can use to keep your users
happy. No more coming back to your desk and finding e-mails and voicemails
sent earlier by the users that day; you can immediately respond to their requests.
In my environment, this has increased the satisfaction of our end users as they get
immediate notifications during the different phases of resolving an issue.

Mobile clients

Spiceworks also has mobile clients for iOS and Android that give quite a lot of
functionality. One thing about them though, you have to be on the network that you
have installed Spiceworks on. If you are on the road and connected through your
cellular network, without a VPN connection to your internal network, you are out
of luck with the mobile clients. If you do have an internal Wi-Fi throughout your
facility, the Spiceworks application would be a good fit.

That's it for working tickets! You have learned that you can work them from just
about anywhere if you have some kind of data connection and e-mail connectivity,
or a Wi-Fi connection with the mobile client.

There is one last thing we need to go over before we move to the next chapter.
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Extending the User Portal and Help Desk
using plugins

One of the greatest things about Spiceworks is how users have extended the
functionality of the main application using plugins. There are literally hundreds of
them in the Spiceworks community that you can download and install right from
the application itself. We are going to go over this in more detail in Chapter 5, Taking

Spiceworks to the Next Level, but I wanted to touch on the plugins that come out of the
box with the help desk.

Open up the Help Desk desktop (if you are not sure how to do it, just click on the
Help Desk link at the top of the page), and then click on the Settings button on the
right-hand side above the ticket summary pane.

We have been here before configuring who receives an e-mail when an event occurs
within a ticket. I want you to focus on the Help Desk Extensions section for this final
portion of the chapter. The two plugins that are included during install are My Ticket
Rules and My Ticket Views. We talked about the My Ticket Views plugin briefly, but
I want to get into the My Ticket Rules plugin right now.

Once you move your cursor over the My Ticket Rules plugin, an Edit button comes
up; let's click on it. A window will open up with the existing rules, or you can choose
to create a new one by clicking on the button at the bottom that is surprisingly called
Add Rule. This screen will slide into the window as follows:

Enabled?

From Email? [/] 7

From App? [#] 7
From Portal? [¢] 7

Note ' \hatis going on?

Match = zny E| of the following rules:

Rules Summary E| matches regex | text +
c #priority [=] | nigh +

Debug

Move | | Delete

This is a really powerful toolset by which you can configure Spiceworks
to automatically perform a set of tasks based on a set of criteria:

* The top portion defines whether the rule is enabled and also whether to
process based on where the ticket was generated from (application, e-mail, or
portal). This is great as you can filter out any tickets that are created through
the application itself if you choose.
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* Next, the Note portion is to describe what the rule is for.

* The Match section just defines whether Spiceworks matches any or all of the
rules that are defined in the next section.

* For the Rules section, you can choose many options, e-mail address,
summary, description, created by, and so on from the drop-down menu.

Many of the fields within the ticket itself are present here. Within my environment,
we have a rule that if our CEO or CFO opens a ticket, it is automatically set to a high
priority. You can really do a lot here, and like a lot of the plugins, this really extends
the functionality of Spiceworks. We will be doing more of a deep dive into plugins in
Chapter 5, Taking Spiceworks to the Next Level; so if you liked what you saw here, there
is definitely more to come.

Summary

Wow! You made it through — configuring the Help Desk and User Portal. There was

a lot of information in this chapter, and since you are reading this, you got through
and learned a few things in the process. You should be at least familiar with creating
content and designing the User Portal, setting up your help desk for e-mail, creating
and working tickets, and setting those Custom Attributes. There could be many books
written on just what we covered here, so if you want to dive a little deeper or have
additional questions on what we went through, here is a helpful link:

http://community.spiceworks.com/help/#Helpdesk

So if you have any tweaks you want to do on your portal, configure Custom
Attributes or tickets you want to create; do it now (getting a refreshing beverage
and snack is also allowed). The next chapter is dedicated to a lot of the other
features within Spiceworks: reporting, purchasing, and alerts are all covered along
with many more. That's right, we've barely scratched the surface on all the things
Spiceworks can do. So get ready, because here we go!
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In Spiceworks, the Help Desk and network inventory get all the attention but there
are many other features within the app that can make your IT days easier. Each of
them is tightly integrated with the other parts of the app. Some of the features we are
going to cover in this chapter allow you to slice and dice the data within Spiceworks
to provide easy-to-digest information, some compliment other parts of the app, and
some can even help make considerable savings in your IT budget.

Without further ado, the following are the topics we will cover in this chapter:

Reporting in Spiceworks

Network Monitoring and Alerts in Spiceworks
Purchasing through Spiceworks

Mobile device management in Spiceworks

Other Spiceworks features

We have a lot to cover, all of it awesome, so let's jump right in!

Reporting in Spiceworks

There really isn't anything more annoying than non-tech folks asking us for data that
they could easily get themselves again and again. We are expected to be some kind
of wizard supporting our users, keeping our infrastructure up, and providing them
with colourful graphs and charts. Crazy, right? What if there was a way to automate
some of this reporting? Well, there is a way through Spiceworks.
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Spiceworks has a robust reporting engine out of the box. It contains loads of built-in
templates, and you can create your own right through the Spiceworks interface. You
can even import reports directly from the always active Spiceworks Community. If
you have a proprietary system that no other report covers, use Spiceworks to support
native SQL reporting. So, if you are an SQL guru, you can work your magic here.

You can also give non-IT staff access to Spiceworks as a reporting user so they cannot
see Inventory, Help Desk, or anything else except the reports you assign. Doesn't it
sound too good to be true? It isn't. Let's go through how to set it up.

To get to the reporting interface, just mouse over either Inventory or Help Desk
links at the top of any page in the app. There is a Reporting link right above the
Settings link on the right side. This will take you to the reporting interface, as shown
in the next screenshot:

WORKS™ Community Inventory Help Desk Purchasing o
Reports MNew Report | Import Report
Only 91% of your network is inventoried. Find out why.
Name = Description . Type Public Last Run Actions I
All Cloud Services List all cloud services oudsenice | mnv =
All Purchases All purchase items Purchase 0ct 18, 2010 un
All Tickets List of all tickets, sorted by device name Ticket Feb 17, 2011 un~
All Vendors List all vendors Vendor Feb 23, 2011 un
Applications by Computer List of all software applications installed on each computer Device Feb 23, 2011 unv | —
Approved Purchases Items that still need to be purchased Purchase Jan 14,2011 un v
Bolb's Down Time All of the downtime fram Bob's Email Hosting Ticket Feb 23, 2011 unv
Checkout By Device Areport of all device chekouts Ticket Oct 20, 2010 n -«
Closed Tickets List of all closed tickets Ticket Feb 23 2011 n -~
. . Summary of Windows machines that do not have AntiVirus zo 5
C wio Antiyi evice eb23
Computers w/o AntiVirus e etalod Device Feb 23, 2011 n -«
S| of Windav e Antiv oftw:
Computers with Antivirus EL‘;r;;rl'lrlc-:nr of Windows machines that have Antivirus software Device un~
Configuration Summary Detailed configuration information for all computers Device un -«

Spiceworks comes with quite a few very useful reports. The interface is pretty
straightforward, but for now let's go through a couple of areas that are of interest.

1. The area highlighted as 1 displays buttons that allow you to either open the
New Report screen or import a report file from your local machine. You will
be using the New Report a lot; we will be getting into building reports very
soon in this chapter.
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2. The top bar along your Reports interface has great information. We didn't
highlight the Name or Description columns as you probably know what
those are. Let's briefly go over the area highlighted as 2:

°  Report Type: This tells you what dataset this report corresponds to.
Tickets, Purchases, and Devices are all options. If you build your
report in SQL, the SQL is displayed up here.

°  Public: This tells you if a reporting user can see it or only Spiceworks
admins can.

°  Last Run: The last time this report was run.

Actions: In this drop-down menu you will find the various things
that you can do with a report. Some of these include Edit, Run,
Share, and so on.

Let's talk about the Action menu. You will be utilizing this a lot as you use
Spiceworks Reporting. If you mouse over the run link, a new menu materializes:
* Run: This option is used to run the report
* Edit: This option is used to modify the report
* Share: This option is used for sharing the report on Spiceworks Community
* Export: This option is used for exporting the report to your local machine
* Delete: This option is used to delete the report
Let's run a built-in report and look at the results. Pick any report you want, and

then just click on the run link in the far right column. The following screenshot will
appear as the result screen:

IReDOF'tSA Tickets~ I]_ 2 I Edit = Print Export ~

Only 91% of your network is inventoried. Find out why
3
Spiceworks: All Tickets
List of all tickets, sorted by device name (9 items)
Generated on Jun 20, 2013 @ 02:14 pm

Ticket# = Created by Summary Related to Create Date Close Date Status Priority Days Open
84 jay@spiceworks.com  Jay's hard drive is filling up ginger 2010-11-08 @ 01:29 FM open High 964 days
85 greg@spiceworks.com  testfrom demo 2010-11-12 @ 11:23 AM open  Med 961 days
86 alex@spiceworks.com  Machine needs more RAM 2011-01-12 @ 09:09 AM open  Med 900 days
88 manin@company.com  Imprabability Drive too Predictable ginger 2011-02-23 @ 03:27 PM open Med 857 days
89 marvin@cempany.com Marketing Printer is out of toner Big Dell 2011-02-24 @ 10:25 AM  2011-02-24 @ 10:35 AM closed High =1 day
an marvin@cempany.com Marketing Printer Out of Toner Big Dell 2011-02-24 @ 11:43 AM open Kled 857 days
91 alex@spiceworks.com  Uparade Jason's laptop to Windows 7 jasonb 2011-03-10 @ 11:55 AN open  Med 843 days
92 benb@spic <s.com Kevboard is not working 2013-06-30 @ 01:19 AM 2013-06-30 (@ 01:30 AM closed High =1 day
93 penb@spiceworks com Cannotuse Kevboard 2013-06-30 @ 01:31 AM open High  <1day
4 ¥
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This is a pretty straightforward interface, but there are some hidden gemes, let's go

over them. as shown in the following steps:

1. The area highlighted as 1 are links to not only the Reports main screen
but also to every report you have currently installed in your Spiceworks
installation. If you click on the Report name right next to the bold typeface
Reports link, a drop-down list will appear with all reports you have, and you

can easily jump from one report to another.

2. The area highlighted as 2 you can Edit, Print, or Export the current report.
The Edit button will take you back to the Report Creator screen with all
respective fields filled in for this output. The Print button allows you to print
your reports. Finally you have the Export button. This allows you to export
your report into three formats: PDF, CSV, and EXCEL. Very handy indeed!

3. The area highlighted as 3 you will find the result of the report. In the
preceding example, we run a report that queried Help Desk Tickets. Notice
that for each row, those results are clickable, taking you directly to the Help
Desk item that it referenced. Most reports are like this in Spiceworks. They
are interactive where you can directly go to the resources by just clicking on

the row in the report.

Ok, we have gone over the Reporting interface, run a built-in report, and seen what
it looks like. Let's now create a brand new report. If you are still on an individual
report screen, just click on the Reports button shown in the preceding screenshot.
Once you are there, click on the New Report button, and Spiceworks presents you

with their Report Builder interface:

New Report

HName:

Descripticn:

Advanced: Bulld this report using SAL

Public: 7| Maie this repon avaitable 1o all of your Reporing

users

What to include in report

Aund

w| thalmatch a0 [ ] of the following criteria

Columns to display

$i1-- [ (Gragirop 10 reorder, elice 510 remove.

Hame ~ Cwner IPAgdréss  Operating System — Seral Number — Manufacturer — Davice Type

| .
Save | SaveandRun | Camcel
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As you must have figured out by now, many creation tools in Spiceworks look very
simple but have the ability to create some complex information. This interface is no
different. Let's go through the main portions. as shown in the following steps:

1. Inthe area highlighted as 1 you enter the name of your report and a good
description. You can also decide if you want the report to be Public, meaning
all Spiceworks admins and reporting users will see it, or if you decide not to
check that box, only Spiceworks admins will have access to it. Here you can
choose to write the report in SQL as well. If you do decide this is the way to
go, the fields following this will change into a SQL console.

2. What to Include in report: In the area highlighted as 2 looks so simple,
yet you can really extract complex data sets from it. Here you define what
you want in the report. If you need workstations with 2 GB RAM and no
antivirus, or if you want a list of all workstations with a certain piece of
software where the report tells you location, IP Address, and what user
logged in last, it can be done here. The possibilities are only limited by your
imagination and if you don't have the data in your Spiceworks DB.

3. Columns to display: So you have your dataset all done. You have narrowed
down a tangled mess into a clean subset. Unless you can design how it looks
and how the data is presented, it does you no good. The area highlighted as 3
is where you can do that. Add, remove, and modify columns at your whim.

4. Save options: The area highlighted as 4 you can either choose Save to save
the report without running it, Save and Run to save and run the report, or
if you have made a mistake, you can just click on Cancel to cancel out of the
Report Creator.

This is a pretty robust report creation tool. As told earlier, if you are an SQL guru, you
can write reports in SQL as well. With some tinkering, you can even get products such
as Crystal Reports to work with Spiceworks. The last option of using a third-party
reporting tool requires some serious Spiceworks expertise, so we won't be covering it
in this book. A quick search on the Spiceworks Community will reveal this process.

Did someone say Spiceworks Community? Now, we are all really busy people. You
don't have hours of your day to come up with reports for every single thing on your
network. Odds are someone else has already written a report that if not fully suits
your needs, fulfills 90 percent of them. These are all in the Spiceworks Community,
and free for you to install. Let's go back to the main Reports screen. Under the
installed reports pane is a Featured Community Reports pane. There are several
reports here that you can install, and some might be useful to you. These are only a
small fraction of what is out in the Spiceworks Community though.
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For more information on the Shared Reports article of the Spiceworks Community,
refer to http://community.spiceworks.com/reports. When you visit this URL,
a screen as shown in the following screenshot will appear:

Community  Extensions Center  Shared Reporis

¥# Ask Question ¥ Answer Questions & My Profile »| Subscribe Shortcuts

Shared Reports
D ool

Downloa

vorts and extend the power of Sp s. Did you write a

rt? 3Iw with the community. Spice up r you like and I
r appreciation 1 4

New Reports

Search for shared reports
1 i Weekly Summary - Help Desk
Tickets

Ticket Gount - Trend 365
Ticket Gount - Trend 30

Ticket Count - Trend 10

Anti-Virus Details

Top Rated Latest Device Software Ticket IT Service SQL 2 I—
Crpton SUEIES) Dy 3
221 Microsoft Product Keys & _Brian_ Install

1 |

— Printer Audit

Software 2

IPvG Machines

131 Report Definition: IP Addresses in Use & JohnnyB Install

5 I
106 Last Login I atoos2 instal Stats l

2,733 reports

84 Full Network Info Q DBeer Install & 1503 authors
3,588 comments
82 CPU and RAM report * _Brian_ Install
79 Management weekly report Yasaf Burshan install Other Places to Visit
L o
‘a Reports Video Tour
77 Server Uptime Report 6 John Stanley Install

& Extending Spiceworks group
X

Documentation for reports

This is such a great resource for you to get the reports you need:

The area highlighted as 1 a Search bar so you can easily search for a report
on a certain thing.

The tabs in the area highlighted as 2 sort the shared reports in different ways.
Some are by category (for example, IT Service, Software, or SQL), some are
by date uploaded to the Community (for example, Latest), and the default
when you arrive is the Top Rated. Users on the community (and you are one
now!) can Spice up a report if they like it, so these are the highest rated for all
uploaded reports.

When you click on a tab in the area highlighted as 2, the reports that
correspond to that tab show up the area highlighted as 3. By default, they
will be sorted based on their spice rating that is in the far left column. Next is
the Description of the report, the author, and the Install button. We will be
going over how to install right after this list, so hang on.
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* The area highlighted as 4 New Reports pane, where you can see the newest
reports uploaded to the community by users like yourself.

* At the time of this writing, there were over 2700 shared reports in the Shared
Reports Stats. You should be able to find something you can use in all those
the area highlighted as 5!

So, whether you search for a report you want, or just pick one out of the Top Rated
list, now the question is how to get that report into your Spiceworks Install. The
following steps show how you complete this complex process:

1. For whatever report you want to install, click on the Install button, as shown
in the previous screenshot.

2. Your screen will blink for a moment, and then you should be taken to your
local Spiceworks Report screen.

3. Run the report.

That was tough right? Seriously though, Spiceworks couldn't make it much simpler
to install shared reports into your local installation.

Well, we have seen how to run, create, and even install reports. Chapter 5, Taking
Spiceworks to the Next Level, goes into a little more depth on sharing reports you
create, but for now we need to move to the next section Network Monitoring and Alerts
in Spiceworks!

Network monitoring and alerts
in Spiceworks

So you have learned that Spiceworks has some effective Inventory capabilities,

a robust Help Desk, and even does reporting on all their data. Also, Spiceworks
has some built-in monitoring and alerting capabilities. Disk space, printer toner,
connectivity, hardware changes, or even when a specific piece of software is
installed, they can all be monitored and an alert sent out when a condition is met.

There are a ton of these alerts built-in, let's have a look at what Spiceworks comes
with and how to set up your own.

Go to the Settings page and then click on the Monitors and Alerts link.
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You will be taken to the main Monitors and Alerts page. Here you can take a look at
all the monitors and alerts that are installed with Spiceworks. The interface should
look pretty familiar to you from the different areas of Spiceworks we have gone
through already. In the first section, the columns are as follows:

* Name: In this column, enter the name of Monitor/ Alert.
* Description: In this column, enter the description of Monitor/ Alert.

* Applies To: This column describes what the Monitor/ Alert applies to

* Email: This box refers to Spiceworks Admin users and e-mail alerts.
Checking this box will instruct Spiceworks to automatically e-mail any
Spiceworks Admin user that has the Alerts box checked under their e-mail
settings. Uncheck this box to disable e-mail for this Monitor/ Alert.

*  On: Checking this box means this Monitor/ Alert will be active.
* Edit: Just as the Reports screen, this is a drop-down to either edit or delete
Monitor/ Alert.

You can click on the Edit link for any of these Monitor/ Alert, and the settings will
appear within the pane itself. At the bottom of the list of alerts, there is a link that lets
you build your own Alert. Let's click on that link and start creating an Alert/Monitor:

Add a New Monitor

Type: Choose type [=]
Hame:

Condition:

Applies To:

Email: should an email be sent when this mo
Enabled: L

Save Cancel

If you notice, only the Type field can be chosen when you open this menu. Go ahead
and click on the drop-down and see all the options you have here. Once you click on
one of these, the rest of the fields will open up with prefilled suggestions. For example,
if you choose Disk in the first field, you will get the following configuration:
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Add a New Monitor

Type: Disk E3

Name: enter & diskname or leave blank for all disks
Condition: is = 5% free

Applies To: All Devices

Email: showld an email be sent v

Enabled: v

Save Cancel

Go ahead and play around with these alerts and see what will work for you.
Remember when we set up specific groups within our network inventory? Well, you
can set these alerts to specifically monitor those groups. If you have set up any, look in
the Applies To: drop-down and they will be there. This is great for specific machines
you need to monitor more frequently than the daily full scan. You can really get
specific with the use of custom groups, custom attributes, and alerts. It helps you to
be much more proactive rather than reactive. You can monitor the following with this
tool, and remember this is just a small sample of what you can do:

* Tracking changes in desktop hardware
* Tracking software licenses and updates
*  Web traffic monitoring

* Network load monitoring

* Up/down monitoring for websites and servers
A full list of what can be monitored can be found at the following link:

http://community.spiceworks.com/help/Setting Up Monitors And Email
Alerts

Once you have the alert you want, just click on Save, and it will show up in the
preceding list.

Finally, you need to choose what e-mail server you want these alerts to go out on.
These options are placed after the list of alerts that are already configured, as shown
in the following screenshot:

Email Delivery Method

Deliver Motifications Through Spicewaorks Email Servers. Learn Maore

@ Dreliver Motifications Through Your Help Desk Email. Cenfigure Help Degk Email
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There are two options in the preceding screenshot:

* Deliver Notifications Through Spiceworks Email Servers: This option
will route all notifications from the alerts and monitors through Spiceworks
e-mail servers. This can be as handy because if you are monitoring your
internal e-mail server, and it goes down, you would never get an alert
because Spiceworks uses it to send out alerts. If this option is checked, your
local Spiceworks install will use the Spiceworks company e-mail servers
basically as SMTP servers when it sends alert e-mails out.

* Deliver Notifications Through your Help Desk Email Selecting this option,
you will be able to use your own internal e-mail servers to send out alerts.

In the preceding screenshot, all your Help Desk notification
% e-mails will still go out on whatever e-mail server you configured
within your Spiceworks install. This only applies to alerts.

So that's our overview of Monitoring and Alerts in Spiceworks. Since this is more of
a rapid-fire chapter, we are going to get right on to purchasing in Spiceworks so we
can show you how to save some money!

Purchasing features in Spiceworks

Spiceworks provides a whole purchasing ecosystem between the application and the
Community. It lets you set up a purchasing process and even helps you get multiple
quotes for what you need. In addition, Spiceworks keeps a record of what you
purchase and you can report on it. If you want to know how much you spent on a
toner in the last year, Spiceworks can do it!

Now let's move on to the purchasing feature in the Spiceworks app. Hover your
mouse over the Purchasing link at the top of any page within the app, and then
click on Purchase List.

W(” RI<<s" Community Inventory Help Desk Purchasing

My Quotes Order History Resources
Purchase List Active Quotes Ratings & Reviews

R aQ Vendor Pages
2o o equest a Quote

Find Products Help
Compare Prices

My Vendors
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This is going to bring us to our Purchase List. You can see in the following
screenshot that there are many items. On your install, the list will be empty
because you haven't added any purchases to your Spiceworks install yet.

PUrChase L|St Mew Purchase Settings '
l Wantto have more pawer over your pawer? Try this widget X
2
Request A Quote
All(21) 3
Status = Item Vendor Charge To Price 4 ‘
»»» server Dell General Purchased: 08/30/13 $10,000.00
ser General Research $25.00
thinkpad (x30) General Research $0.00
Kyocera black toner CDW Facilities Research $70.00
sec suite (x30) My Ink, Inc. General Research $0.00
server General Research $0.00
Eviews Software General Research $50.00
1GB Memory CDW General Research $0.00
buy new hard drive General Research $0.00
» Windows 7 license General Shop $0.00
» TK-1325 for kyocera fs-1350dn General Shop $80.00
» InkiToner for Color Laser 3110cn General Shop $0.00
» New MacBook Air {x2) General Shop $2,000.00
»» Ink Catridge General $25.00
»» 1GB Ram General $0.00
»» Black Toner Ceneral $0.00
»» InkiToner for Color Laser 3110cn General $0.00
»» 24" monitor NewEgg Marketing $500.00
»»» HP Printer Toner cow T Furchased: 02/24/11 $80.99
»»» 1GB Ram CDW General Purchased: 01112111 $0.00
»»» Black Toner General Purchased: 0221711 $50.00

This is the screen where some of the Spiceworks Purchasing magic happens. Let's
take a look at some of the important areas as mentioned in the following steps:

1. The area highlighted as 1 displays the New Purchase and Settings buttons.
If you click on the Settings button, it will take you to the Purchasing Settings
page where you can set a monthly budget along with a few other options.
We will be going over this in more detail later in the chapter.

2. The area highlighted as 2 deals with your quotes that you get from
Spiceworks. Spiceworks has an automatic Request A Quote system
where you can get quotes from different vendors.
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3. The area highlighted as 3 describes the purchasing process within Spiceworks
and how to move purchases that you create along. There are four stages of a
purchase in this process:

o

Pending: Once you create a purchase, the far left part of these icons
will turn green. When you see this in the purchase list, it will show
up as Research, which is a link that you can click on to open up the
Spiceworks Community to research your purchase. A purchase needs
to be approved to move to the next step.

Approved: Spiceworks assumes you have found the item you want
and the purchase has been approved. When you see this in the
purchase list, it will show up a Shop link where you can compare
prices or even shop right from the Spiceworks app. A purchase needs
to be purchased to move to the next step.

Purchased: So now Spiceworks assumes you have bought this item.
When you see this in the purchase list, there will be a box where you
can input a tracking number. A purchase needs to be received to
move to the next step.

Received: Once this has been activated, Spiceworks closes this
purchase. When you see these in the Purchase List, the date it was
purchased is displayed.

4. The area highlighted as 4 displays a list of all purchases you entered into
Spiceworks. As you can see, they are all in different stages of the purchase
process. Vendor information, product information, and even what department
you want to charge it to can be in different columns along with the amount
of purchase.

Let's quickly go through how to start a purchase as well as how to do a Request

For Quote.
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Just click on the New Purchase button, as highlighted in the previous screenshot
in step 1. This will open up the Create a new purchase window, as shown in the
following screenshot:

* Create a new purchase ®
% [1] s [000

Charge Tc
General [=] &

Save | Cancel

This is pretty standard information for whatever you purchase. Things such as for
whom it was purchased, quantity, and possible vendor are all included. Note that
you can associate a purchase with a user within Spiceworks as well.

Once you have entered all your data, just click on Save, and it will show up in your
purchase list; you can move it along the Spiceworks Purchase process.

One last thing about purchasing in Spiceworks. Have you ever needed multiple
quotes for an item that you are buying? Depending on the industry you are in, you
may need three quotes for most items you need to buy! Spiceworks has a great
system called Request For Quote (RFQ) where you can get quotes from several
different vendors without spending a lot of time.

In the screenshot describing the Purchase List, you can see an orange button labeled
Request A Quote at the top right of the Purchase List window. Clicking on that will
take you to the Spiceworks Community where you can request quotes from different
vendors. It can save you a lot of time and get a great price as well!

That's all we can fit in about Spiceworks purchasing. We will be looking at other
Spiceworks features in a very short span of time, so you might want to grab a
stimulating beverage as this is going to go quick!

[85]




Configuring Other Spiceworks Features

Mobile Device Management
in Spiceworks

So, how are you managing your mobile devices on your network? Bring Your Own
Device (BYOD) is the rage at the moment, causing headaches for IT staff everywhere.
Tablets, phones and user laptops are being brought on to your network, the challenge
you have is how do you manage your company's data on these devices?

Spiceworks recently added Mobile Device Management (MDM) into the app.
Such apps have limited control over mobile clients (phones, tablets) right from an
administrative console. Some controls that are being implemented are as follows:

* The ability to remotely wipe the device of all data

* The ability to change the passcode to get into the device
* The ability to distribute apps right to the device

* The ability to locate the device

To get started with this, just mouse over the Inventory link at the top of any page in
the app, and click on Mobile Devices. You will now see the following screenshot:

WORKS" Community Inventory Help Desk Purchasing [ 1]

I Want to have more power over your power? Try this widget x
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There are a plethora of clients out there that offer varying levels of control for mobile
devices, and Spiceworks does it in partnership with MaaS360. Does that sound good

to you? Then you are in the right place. Just click on the blue Get Started button seen
in the preceding screenshot, and you will be off on your Spiceworks MDM journey.

If you are currently using MaaS360, Spiceworks will integrate right
s into your current administrative console.

The Mobile Device Management within Spiceworks is brand new. As with all the
other features within the app, they will continue to improve on this service and add
features. That's all we have for MDM, let's continue our lightning round with some
other Spiceworks features.

Other Spiceworks features

In this section, we are going to give you a high-level overview of several other
Spiceworks features. We are going to learn a lot about them in the next few sections
to whet your appetite.

Spiceworks Knowledge Base

Most IT pros know that one of the keys to quickly resolving issues that arise is
having a good Knowledge Base handy. In case you don't know, a Knowledge Base
is a repository of solutions to complex issues, tricks about resolving common issues,
and useful How-To's. Spiceworks provides one when you install the app and gives
you access to thousands of existing articles shared by the Spiceworks Community
members. You can edit these articles to suit your unique environment, and then save
them. To get there, just mouse over the Inventory link on top of any page in the app
and click on the Knowledge Base link from the Navigation menu.
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You will be presented with your very own Knowledge Base, as shown in the

follow

Kn

ing screenshot:

WORKS™

Community

owledge Base

Everyone's My Team's Mine

Inventory

Help Desk Purchasing

#: Want to have more power over your power? Try this widget X

Search 3985 articles available to everyone.

Recommended Articles

Migrating from Symantec AntiVirus
ar Symantec Client Security to
Symantec Endpoint Protection 12.1
or later

w Mithun Sanghavi (Symantec)

The discontinued products Symantec

How to upgrade HF LaserJet p4013
Firmware
- packboys

There are several ways to upgrade the
firmware on an HP LaserJet p4015 printer.
The two quickest ways to upgrade it are
either via the HP Easy Firmware Upgrade
utility or by FTP through Internet Explorer.

Featuring a Conversation on a
Vendor Page
Sean (Spiceworks)

Conversations about your arganization
and/or products don't just exist on your
vendor page; many of these conversations
are also occurring in the rest of the
Spiceworks Community. To help your

Outlook 2007/2010: "<resaurce
mailbox= declined your meeting
because it is recurring” Outlook error
when direct booking a resource

. Joachim Troester

The error "<resource mailbox= declined your
meeting because it is recurring” Qutlook

Mew Article

Manage your Vendor Page [Basic,
Pra, & Commercial]
Sean [Spiceworks)

Looking to create a vendor page in the
Spiceworks Community or need some
information on how to manage an existing
one? Then this is the How-To for you!

How to Install Symantec Endpoint
Pratection v. 11 x from the Symantec
Endpoint Protection Manager
v.12.1?

w Mithun Sanghavi (Symantec)

Issue: You may have purchased Symantec

When you first open the Knowledge Base, there will be several recommended
articles which will be selected based on what kind of devices you have in your

network inventory. These recommended articles change as your network changes,

so keep checking back for new suggestions.

There are several ways to share these articles and they can be seen in the
following screenshot:

A

Tabrez (Spiceworks) 5M0/2012

Import tickets into Spiceworks from a CSV file

& Share Copy and Edit
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If you notice the highlighted portion in the preceding screenshot, there are
three buttons:

* Share: When you hover your mouse over this button, it tells you who that
article is currently shared with. Clicking on this button will allow you to
share with your team of Spiceworks admins, publish directly to your user
portal, and share with the community (although any article that you get from
the Spiceworks Community will already be shared there). You can also add
the e-mail addresses in a field and invite people to collaborate on rewriting it
for your own use.

* Copy and Edit: Clicking on this button opens a page where you can edit the
entire article to suit your own needs, and then save it.

* Bookmark: Clicking this will bookmark this article in the Mine tab on your
Knowledge Base so you can come back to it later.

There are numerous articles out there on every conceivable topic. Do a quick search
and you will be impressed.

Spiceworks cloud services dashboard

We have talked a lot and focused mostly on traditional devices that reside on
your physical network. Spiceworks scans and monitors them very well. But the IT
infrastructure of today also resides in the cloud. Many organizations have chosen
to host e-mail, file services, and even virtual machines not on premises, but out in
the cloud.

Spiceworks knows this and has set up a cloud services dashboard where you can
monitor usage and stats from many cloud providers that you may currently have.

As an IT pro, you need to stay proactive in addressing any possible issues, especially
if you cannot physically resolve them yourself. That is where Spiceworks and its
cloud services dashboard come in.

After a successful scan, Spiceworks will most likely detect some of these if any of
them are connected to your current infrastructure that it is scanning. All you need to
do is provide credentials for Spiceworks to log into your cloud provider, and it will
grab stats and other information.
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To get to this dashboard, just open the Inventory navigation menu and click on the
Cloud Services link. If Spiceworks has detected anything on your network, it will
show up here. To add one, just click on the Add button and a window will pop up
where you can choose one of the supported providers, and then enter your login
credentials. The current list for supported providers is as follows:

* Rackspace Cloud and Email: This is a popular cloud services provider
* Office 365: This is Microsoft's solution for cloud services

* Google Apps: This is Google's suite for various online cloud services

* Mozy: This is a cloud backup solution

* Dropbox: This is cloud backup, file transfer service

* My ISP: This will monitor your bandwidth from your ISP

This page provides you with a simple and easy interface to see any of the cloud service
providers you have in your environment. Spiceworks monitors these services and even
provides stats such as uptime and mailbox space used for many of them. Spiceworks

is adding new providers all the time; if the one you use is not on there, it may be soon.
Speaking of the cloud, let's talk about the network map in the next section.

Using the network map in Spiceworks

There is a saying that a picture is worth a thousand words. This is also true for a
visually rendered version of your network. The network map takes the information it
collects and graphically represents it in an interactive format. With this cool tool, you
can see your network infrastructure in all its glory (or dismay, depending on your
network). There are a couple of views that you can render:

* Backbone: This view shows you the backbone of your network. It also
highlights hotspots and presents groups of devices as a cloud. This is a great
way of tracking what groups of devices are taking up a ton of bandwidth and
even narrowing it down to specific machines.

* All Devices: This view shows everything on your network. Depending on
how large your network is, this can be a bit overwhelming.

To get to your Network Map, just open the Inventory navigation menu and click
on Network Map. This will open up the Network Map interface and ask you if you
want to view either the Backbone or All Devices view.
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Spiceworks also graphically represents devices and network pipes in a few different
ways as follows:

* Cloud: This represents a network of similar devices and helps in making the
network map less cluttered. To drill down into the devices of a particular
cloud on your network map, just click on it and they will expand.

* Thick and thin lines: These lines represent higher and lower
bandwidth connections.

* Red line: This line represents a network connection that is at least
75 percent utilized.

* Yellow line: This line represents a network connection that is at least
50 percent utilized.

Once in network map, you can move it around and even edit information on certain
devices. Not all network switches are currently supported, but more are being added
with every release.

Summary

We have covered a boatload of information in this chapter. If you are a little
overwhelmed, don't worry, most IT pros feel that way the first time they see what
Spiceworks can do. It is suggested that you explore around Spiceworks. There is a lot
more that we couldn't get to in this book that is in the app. You have kept up with us
on this journey and we are almost complete.

The next chapter talks about how to really go to the next level in Spiceworks by
leveraging the Spiceworks Community. We have talked about it a lot, but we really
dig in and show you some of the power that is there and how you can use it to make
your day easier! Ready or not, we are going there anyway!
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Next Level

Welcome to the final chapter of this book. Our goal when we started was to get you a
working install and to highlight some features within the Spiceworks app. If we did
our job right, right now you should have a very functional Spiceworks install and also
have learned a ton.

Network inventory, help desk, purchasing, basic reporting, asset management, and
much more has been covered up to this point; but the crazy thing is we haven't
even gone over all of the Spiceworks functionalities, or how you can use it in your
environment. In this chapter, we will give you some tools to take your knowledge
of Spiceworks to the next level. You may ask, "What is the next level?" Well, that is
up to you! First, Spiceworks is such a rich application and in its short existence has
evolved very rapidly. From a very early iteration, although it has not been open
source, the company has welcomed plugins and hosted the most vibrant SMB IT
community on the Web. There is a wealth of knowledge on that community that
can, not only instruct you on how to configure Spiceworks exactly to your needs,
but also how to create some of these tools. As you get more fluent with how
Spiceworks functions, you can contribute to help someone else too!

We will also be going over how you can meet other Spiceworks users in the real world.
Whether it be a local user group, in-person training or SpiceWorld (user conference),
users of Spiceworks don't just connect from their desks, they do it in the real world

as well.

Let's get right into it by starting with the Spiceworks community.
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A little bit about the community itself. From the very beginning, the Spiceworks
community has been part of the app. Initially, it was a place for feature requests by
users, but as the app grew, the community grew along with it. At the time of this
writing, there are 567 forums on just about every IT topic. There are also 116 user
groups, what Spiceworks calls SpiceCorps, where IT pros like you get together and
not just talk about Spiceworks, but have presentations by vendors and get feedback
from others on the challenges they have. Lastly, there are more than 1,600 of what
are called vendor pages. These are pages that vendors and companies set up to get
directly involved with the Spiceworks community and users themselves.

You may be familiar with connecting into the community; if you're not, just click on
the Community link at the top-right portion of your screen. You will find yourself
at the front page of the community. Any time you log into your Spiceworks install,
you will also be logging yourself into the community; all you have to do is click on
the link at the top of the page. You will see your username in the upper right-hand
corner of the window. Now mouse over it and click on the My Profile link to open
your profile page. If you belong to one of the myriad of social networks out there,
some of this may look familiar to you. Let's go over the different areas:

WORIKSS" Community Inventory Help Desk Purchasing DA Darrengd5 >

To receive points toward your Spiceworks Level, upload a
picture and fill in the required fields in the Header, Summary and Edit Profile
Company Info sections of your profile

> fo 0 0

Darren845 naren scnoen Contrioutions  BestAnswers  Helpful Posts

=S} Actions

¥ View points

In the Community # GetReferral Card
Jun 14, 2012 4
o ADD A LITTLE
‘ SPICE

Pimiento

Activity

About

Shared (0)

Following (66)

mry Broward Center for the Performing Arts

[ ™ TO YOUR BUSINESS

>, Software
g Canon —
V) e (0 Foow ]
' United States
Canon

* The area highlighted as 1 is where you will find your community username,
your outstanding quotes, and your private message inbox link. If you mouse
over your username, a menu opens (how you got here in the first place) from
where you can also log out, see your account settings, and get help.

* The area highlighted as 2 shows your community username as the rest of
the community will see it, your real name, location, and a section where the
Spiceworks community awards badges. In this example, we have the version
of Spiceworks you first installed and a country flag.
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The area highlighted as 3 is where your group affiliations show up along
with the date you first joined the Spiceworks community.

The area highlighted as 4 tallies how many contributions you have in the
community, how many best answers, and how many helpful posts. There are
two links under those and they are as follows:

o

View Points: This takes you to your Community Points profile page.
Everything you do in the community earns you points. They are not
good for much of anything except differentiating those new to the
community and those that have been active for quite a while. The
more points you get, the spicier the pepper that shows up under your
profile pic. We will be getting into the points in the next section of
this chapter.

Get Referral Card: This takes you to a page where you can print out
cards to give out to folks to tell them about Spiceworks. Each user
can refer people and if they download and install Spiceworks, the
referring user gets some community points.

The area highlighted as 5 is where your profile pic shows up, directly under
your pepper level, and beneath that is your navigation pane for your profile
on the community. The labels are pretty self-explanatory. Activity means
your recent activity: posts, comments, and what topics you have voted Spicy.
About is the page you are on, it is all about you. Shared shows the content
you have created and uploaded to the community: plugins, reviews, reports,
scripts, and the like. Directly below Shared are the IT pros and companies
names that you are currently following and that are following you.

The area highlighted as 6 is your company info. If you have filled any of it in,
it will show up here.
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Now this page is pretty sparse since you are new to the community. Let's look at one
that is a bit more filled in!

240 5

Inventory Help Desk Purchasing Bx W™ ,a’ﬁ'l Spankmeister ¥
Spankmeister oaren schoen Edit Profil =
Moderator
Ex.2l0I000 0800 AMD 191 1 1
Contributions Best Answer Helpful Post
Summary
Actions

For my career path it was either an International Polo Superstar or Geek.
| chose Geek.

¥ View points

Cayenne # GetReferral Card
Activity In the Community
rbout PERFORMANCE
Oct 10, 2007 STORAGE
SpiceTrainer
vm VMware
Shared (11) 9,192 followers
Following (116) ey SpiceTrainer
Omge
SpiceCorps of Tampa Bay, FL
EAT Leader "
- SpiceCorps of Las Vegas

Member

"o @
AvbE E"“’"
Followers (127} 1 In the Community

hl o éﬂ T Office 2013 All Accounts Offiine - Cannot
J - " connect?

Company Info

See All Affiliations

£y Network Design and when to use layer 3 on

switches
Broward Center for Performing Arts

Entertainment g Deduplication or incremental?
101-250 Devices
101-250 Employees #+ Question about exchange in a helpdesk work

environment
Fort Lauderdale, FL 33312
United States

Look at that dashing fellow in the preceding screenshot. He must be an IT rockstar!
OK, a little bit of humor there, this is my community page. Feel free to look me up
when you get on the community!

A hot topic on any social network is privacy. How much of your information can
others see on your page and how do you keep anything sensitive under lock and
key? Spiceworks is great about this, let's go through how you can either lock your
community profile down, or leave it wide open; the choice is yours!

Let's get to your Settings page so we can take care of your privacy on social
networking sites. As you are now on your profile page, move your mouse over
your username in the upper-right corner and click on Account Settings. You will
see something very similar to the following screenshot:
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Community ~ Spankmeister

§# Ask Question §% Answer Questions & My Profie 1 Shortcuts +

@y antto change your picture or the information displayed in your profile? Edit your profile.

Your Connections

ITPros Discussion Groups
{ See what the top IT pros are doing. Keep up on useful IT discussion.

Your Settings

# Account and Privacy Settings
W Change your preferences, password, or email

-

@ E-mail Subscriptions

Setwhich e-mails you receive

Status Updates

a ) E:j Applications
e Share your status updates with other services Applications connected to your account

Jrd Se—

C

Your Stats

Points Website Badge
See how you got your points Show your IT stats on your website

@ Keep up with the latest with the Spiceworks Community Digest. Learn More.

Let's discuss the various sections of this screenshot in brief:

* The area highlighted as 1 is where you can easily edit your profile. Just
click on the link to modify your community username, real name, company
information, your certifications, skills, and interests. We won't get into it
deeper as I know you are a very smart IT pro and can figure it out on
your own.

* The area highlighted as 2 is the Account and Privacy Settings page.
We are going into this a little deeper, but here is where the catch is.

* The area highlighted as 3 is where you can see if any applications are
connected to your account through your Spiceworks install and also see
your e-mail subscriptions. E-mail subscriptions are easily unsubscribed to.
Yes, it is true.

* The area highlighted as 4 is where you can connect your Spiceworks status
updates to your Twitter feed.

* Lastly, the area highlighted as 5 is where you can get some custom website
badges to put up on your site. There are some nifty ones here that even have
your Spiceworks username and profile pics embedded within them!
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Since we are here to talk about privacy, let's click on that link now. This opens a page
that allows you to change your community password, lets you specify your time zone,
whether you want to automatically subscribe to any topic you reply to and an option
to either let your quotes be shared or not. Next, we will discuss privacy in detail.

Privacy

Specify who can see your personal info (full name, company information, etc). Preview your profile with this info hidden.
Only me and Spicewarks employees.
Only peaple | follow.

@ Only SpiceHeads that are Poblano or higher. (Default)

Everyone else (including logged out guests).

Save

There are several options here, the top being the most restrictive and the bottom
having no restrictions. You can also preview each setting. The option I have checked
in the preceding screenshot is a smart choice. With this restriction of a user needing
to be at a certain level within the community before any of his/her information is
shared, only IT pros who are active in the community can see it.

You may wonder about Spiceworks' privacy policy regarding spam and e-mail
addresses. I know I did when I first installed Spiceworks. From my experience of
over six years of them having my e-mail and personal information, they do not spam
you with things that you do not sign up for. As an IT pro, I have signed up on many
sites only to get 7,036,720,847 e-mails from the site on a daily basis. Now, if you sign
up for every category there is, you will get quite a few e-mails a month. But if you
sign up for only one category, they will not add you to others without your consent.

Connecting with other IT pros and
vendors

One of the great things about the community is that you can easily connect with
both other IT pros and companies/vendors. The Spiceworks community has a
Follow function for both other IT pros and companies/vendors that interest you.
You just search the community, find their page, and click on the Follow button.
In the following screenshot I have included a user that is well known in the
Spiceworks community and would be a great person to follow:
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Activity

ph'llpmj r IV " Send message

Moderator [T IT Manager in Healthcare

A0 a¥wEei R000fe 040w
9000,/ 0TIDQOTODY £SO

Click to Follow

| am the IT manager for a group of 27 nephrology doctors in San Antonio, TX. | have long been
active in the Spiceworks Community, started the San Antonio SpiceCorps helped launch the
Austin SpiceCorp. In my spare time | help spread the Spice as an official SpiceTrainer for
Spiceworks University. | cover Texas, so if you want a class near you in the Lone Star State
send me a message

Summary

Here is an example of a vendor page with the Follow button highlighted:

vmware

@ Discuss | Welcome

e : Click to Follow

Videos  Virtualization Advisor VDI Advisor ~ VMUG

VMware

Virtualization

Viware, the global leader in cloud infrastructure, delivers customer-proven virtualization
solutions that significantly reduce 1T complexity. Vitware accelerates an organization's transition
to cloud computing, while preserving existing IT investments and enabling more efficient, agile
service delivery without compromising control.

Resources Blog Posts (15) Forum Twitter Cloud Makeover Winners

Now we all know the reasons to follow a fellow IT pro. What you may not know
about following a company or vendor in the Spiceworks community is that many
actually bring awesome content to their vendor pages instead of just fluff. Whether
it be different methods (advisors) to determine what the best approach to starting a
project with a new technology or actual tools to help you in your daily job. The vast
majority of vendors on the community are there to help you out.
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SpiceCorps and meeting other IT pros in
your area

The community doesn't just do virtual connections. There are local user groups
called SpiceCorps all over the world that get together and talk about issues they are
having. Now, if you think that Spiceworks is all these folks talk about, you are very
much mistaken. Even though everyone in the room is a user of Spiceworks, there is
usually a presentation and round table discussion on general IT issues that folks are
having a problem with and need a solution. As a new user to Spiceworks, these

are great ways to meet some of the other Spiceworks users in your area. Now,

to find one of these in your corner of the world, you could search the community
for spiceCorps. But since I am all about hooking you up, here is the link:
http://community.spiceworks.com/spicecorps.

Once you get to that page, just put in your zip/postal code and country, and hit
Search. The closest group will come up in the results. Now, if there isn't a group
close to you, don't worry, you can start one! Every SpiceCorp out there has been
started by a local user. If there is a group close to you, just click on the link and you
can follow the group the same way as IT pros and vendors.

Community ~ Groups  SpiceCorps

§# Ask Question §® Answer Questions & My Profile [ Subscribe

SpiceCorps of South Florida

e Click to Follow

Other groups in the Spiceworks community

Besides local user groups, vendor pages, and users, there are a ton of other forums
and pages in the Spiceworks community that can help you out. There are groups for
just about every conceivable IT topic. When you find a forum that you either have
expertise in or interests you, there is a Subscribe button so you can get updates when
there are new posts. Here are a couple that you might want to check out.
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The virtualization group

Who doesn't use some sort of virtualization in today's IT world? This group is

a great resource for anything relating to virtualization. Virtual desktops, server
virtualization, application virtualization, or even storage virtualization, this group
has it all.

Check out the following screenshot and you can get there by typing this into
your browser:

http://community.spiceworks.com/virtualization

wWiRKsS" Purchasing

Overview

Create disk larger than 2 tb to MSA(Managed Service Citrix - "leading” VMware? Issue with clustered hyper-v
be seen in Windows Accounts) with vCenter t with a shared cluster storage
A ona NAS
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The mobile group

Mobile computing is one of the fastest growing segments of technology today.
Whether it be tablets, phones, or the "next big thing" that is coming out, the mobile
group covers it all. If you have specific questions on a device, you can find answers
in the mobile group's forums that cover specific brands, mobile OSs, and even
devices. Here is a screenshot and to get there, just type in http: //community.
spiceworks.com/mobile in the browser of your choice:

WIS Community Iventory Help Desk Purchasing

Mobile Computing

Overview Discussions Research Guides ~ Product Reviews Q
Galaxy 83 LTE got white Attachments being dropped From whom do you buy your Migrating apps to i0S 7

screen from forwarded messages Ipads?

£ (GT-19305) W have an Exchange 2010 SP2 RUS
and it got with w een afier a battery emvironment with ab
discharge, and it ONLY tums on at connected
Down SEEIN nurr

collectors, Fof many speciiic reasons

These are just two of many. If you have an interest or need a question answered,
just do a quick search for groups and there should be one there waiting for you.

So go ahead and search the community for some individual IT pros (you have two
that you already know), products you are using or are interested in, and a local
SpiceCorp, and click on that Follow button! Go ahead and search for some groups
or forums that interest you as well. You can do that now, this book is not going
anywhere until you are finished.

All right! Now we are right where we want to be with getting you involved in the
community. You should have your profile all set, set your privacy settings, and are
following some IT pros/vendors/SpiceCorps/ groups/forums. Nice job!

Now, with 567 individual forums, there is probably one out there for any topic you
can think of (both IT related and non-IT related). We are going to focus on a couple
of them that you can get immediate benefit from, specifically Spiceworks extensions.
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Spiceworks extensions in the community

As we talked about earlier, Spiceworks is not open source. That said, the company
has welcomed extension development with open arms. These extensions don't just
come from users, many vendors have integration into the Spiceworks platform and
have plugins to do a myriad of functions that Spiceworks doesn't do out of the box.

Luckily for us users, Spiceworks has all these extensions in one handy place so you
can get them easily:

http://community.spiceworks.com/extensions

Or, you can just mouse over the Community link at the top of any page in
your Spiceworks install and click on the Extensions Center link under the
Spiceworks column.

The Extensions page you land on is pretty full of information. At the top, you will
see the four main categories:

* Plugins
* Reports
* Scripts

* Language Packs

Let's look at each one of these sections.

Plugins

Now, Spiceworks is an awesome tool to make your IT day easier. That said, no
tool does everything out of the box we need it to do; especially the one that is free.
When users have found something that they needed within Spiceworks that wasn't
included, they started writing plugins to do those tasks. Spiceworks saw this and
made it really easy to install these plugins into your local install of Spiceworks.

To find some plugins, just click on the Plugins link on the Spiceworks Extensions
page. Easy as that. This will take you to the main Plugin page. At the time of writing,
there were 290 separate plugins; so to narrow things down a bit, there is a category
list on the left of the page.

[103]




Taking Spiceworks to the Next Level

Help desk, inventory, user portal, and remote support are all here along with many
more. In each category, there are four tabs on how you can sort the plugins: Featured,
Recent, Top Rated, and Top Downloaded. The Top Rated list can be a little deceiving
as a plugin with two ratings can have 5 stars and those that have 1,000 can have 4.5
stars. Not to say that a plugin with 2 ratings is going to be bad, but at this point in your
Spiceworks journey, let's stick to some of the tried and tested ones. There are columns
with how many times the plugin has been downloaded and how many ratings it has
gotten as well, so you can tell which ones are newer and which ones have been around
for a while.

Let's pick one out and walk through the process of adding it into your local
Spiceworks installation. You are going to have to be on a computer that can
directly connect to your Spiceworks install for this to work, though.

Since I know you will be using your user portal, let's get a plugin that will help you
tweak it! Hmmm. There just happens to be a plugin called Portal Tweaks. Lucky
for us! You can do a quick search for it or just enter the link http://community.
spiceworks.com/plugin/47.

Once you get to the Plugins page, you will get the following screenshot:

Community — Extensions Center  Plugins

§# Ask Question §# Answer Questions & My Profie ] Subscribe Shortcuts

ﬁ Portal Tweaks
.h A plugin by Justin {Spiceworks)

Description

Rating: k%% (144 voles)
About the Author

Justin (Spi irks
m Just a guy
The Number &, LLC

Category: User Portal

A plugin to customize the portal to meet your needs, such as:

1. Make custom fields required @ . 3 @
2 Completely customize the colors in your portal [os] - B - Rl
3. Reverse the comment order so they are most recent first &

.

Allow users to setthe priority of their tickets

This plugin plays very nicely with the Auto-Populate Due Date plugin. If you like this
one, | bet you'll like that plugin too. Check it out.

Actions

For help with this plugin, including a description of features and usage, see this

thread: hitp:icommunity. spiceworks comitopic/32174

If you have suggestions or ideas, please postthem to the above thread or send me
aPum.

Latestversion requires Spicewaorks 5.2 or higher,

e Desi

Reviews

cyberfire Retai, 251-500 Employees
can this be changed to work in the actual helpdesk app?

W Write a review

e Subscribe to reviews
¥ view source

-= See allversions
&

Download history

iﬂ Listed 25 days ago
& 16514 downloads
&
~

187 reviews
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You can see the title, who wrote the plugin, description, reviews, and stats on
this page. Many plugins also have screenshots to illustrate what changes they
make to Spiceworks.

Now let's get to the complex process of installing it to your local Spiceworks
environment. Do you see the orange Install buttons? Click on it. That's it.
Can't get any simpler than that.

Whenever you install a plugin, it will automatically take you to your local
Spiceworks plugin page. That way you can see all the plugins you have installed
and uninstall any that you are not using or don't want. Pretty cool, right?

Go ahead and search for a few more plugins to install. I guarantee there will be
something that you can use out there!

The last thing we are going to talk about is just a link. As you get more proficient
with Spiceworks, you might have an idea for a fantastic plugin. Why don't you share
your most excellent idea with the rest of the Spiceworks community? What to learn
and how to write plugins? Just follow this link:

http://community.spiceworks.com/help/Creating Plugins

Go ahead and have a read, and try to write one of your own. The Spiceworks
community thrives on users like you who get involved!

Reports

We went through how to run and download reports in Chapter 4, Configuring
Other Spiceworks Features, but we did not cover sharing reports directly into the
community. If you have written a fantastic report, share it with others!

Now, if you have created an awesome report that you think will benefit other
Spiceheads out there, sharing with the community is easy. Once you have created
and saved the report, just click on the Actions drop-down menu and choose Share.

A window will pop up confirming you want to share the report and then Spiceworks
uploads the report to the community. You are taken to the report page on the
community where you can edit the description. Just a note on uploaded reports, just
the report is uploaded, none of your data.
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Scripts and Language Packs

The Extensions Center page has two more sections within it. The Scripts Center
page is all about automating IT tasks. Users have uploaded scripts in PowerShell,
VBScript, and even Batch and Bash. A bit of warning here, Spiceworks doesn't check
the content of these scripts, so you might want to be careful. That said, if you are
fluent in scripting, the code is displayed so you can see what it does. By using some
of these great scripts, you can cut some precious minutes from your day.

A Language Pack allows Spiceworks to be run in a different language, basically
translating Spiceworks into a local dialect. Did you know that many users have
written Language Packs for Spiceworks? Yup, that's right. Clicking on Language
Packs brings up the multitude of different ones that users have completed.

Real-world Spiceworks events

Local user groups are not the only real-world events that Spiceworks users attend,
here are a couple of other examples of a bunch of crazy Spiceworks users getting
together and having a great time.

Spiceworks University

Do you want to learn even more about Spiceworks? Well, Spiceworks introduced
their Spiceworks University program in 2011. They have trainers that hold in-person
training classes all around the United States and Europe. Not in either of those
places? Not to worry, they have live webinars and are even rolling out on-demand
learning. Their classes are focused on both basic (but you don't need that as you
have this book) and more advanced topics, and are adding more all the time. If you
are interested, check out the link http: //www. spiceworksuniversity.com and the
following screenshot:
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HOME ABOUT  TUTORIALS WEBMARS  PARTNER WEBINARS TRANING SCHEDULE How Discusson (7 Folow

3

?
‘Where the pros go lo increase their IT IQ GOt U nknowns »

Resolve them now!
Vihether youre & Spicewcoris newbiz looking 10 get 8 leg up on the application or & seasoned pro eager 1o dig #
deep IMo the "guts” of Spicewarks, we hawe a ciass for you! Spicewarks Linlversity is the official T training - i

FrogTam where you can mmerse yoursalf in the nuts-and-balts of Spiceworks and sven be 1augh by expert

Spiceworks University

SpiceTrainers wha use the product in their day jobs, too! Spice U is the fastest route to success with - -
Spiceworks - i 7 ot

The SpiceWorld user conference

In 2007, Spiceworks was growing by leaps and bounds but still had a pretty small
user base. They had a crazy idea. The idea was a two day Spiceworks user conference
in Austin, TX. They weren't sure if anyone would show up, but it sold out. It has
grown (and sold out) every year since. Where the first conference had general
sessions, SpiceWorld today has so many breakout presentations on a variety of IT
Topics (not just Spiceworks related). SpiceWorld was so successful in the U.S., they
started in the U.K. in 2012. That sold out as well and they are having their second

in 2013. Since we know you are loving Spiceworks, taking things to the next level
would obviously be SpiceWorld! Here is the link http: //www.spiceworks.com/
spiceworld, and screenshot for more info:

LONDON, ENG
MAY 16 17

=i S L e .- :J;Q} i
SPICEWORLD ¥’
THE MOST HAPPENIN' TECH CONFERENCE AROCUND nﬂ?

and eny -ading with the spicsest ol in (T [a.
Bt practices and the Etest and tech ven ! SeicoHeads, and get ready
greatest in tech tre 0 i plenty of opportunilies Lo ke

back,
in-the-trenchi i Spic.ows eat, drink and have a rockin' good
other {1 prox tirmed
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Summary

In a nutshell, Spiceworks is what you make of it. There is a reason that more than

2.5 million IT pros have installed Spiceworks and so many of them are active on the
community and attend in-person events. The community is a one-stop shop where
you can get a report, answer a question, have a laugh, ask a question, get a quote, or
install a plugin with just a couple of clicks. The in-person events are filled with great
information and fun. The reason that Spiceworks has been successful is its users, and
you are one of those now. So get involved and help to make Spiceworks even better
than it is today.

So really, this last bit of knowledge we will impart to you is empowerment.
Spiceworks empowers you, as an IT pro. It gives you tools to make your job

easier and allows you to create even more. Not only that, but Spiceworks gives

you an avenue to share what you have created with others. Remember this when
downloading a report or plugin from another user, that they have been in the exact
same situation you are in now —just having installed Spiceworks and excited about
what comes next. The great thing about where you are right now is that you had this
book to show you a few cool tips and tricks. As you work your way up the pepper
scale and become a Spiceworks master, remember the folks who are just installing it
for the first time. One of the reasons we wrote this book was to give something back
to the many people who helped us along the way in our Spiceworks journey.

So, keep it spicy and we will see you on the community at a SpiceCorp or at
SpiceWorld!
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Thank you for buying
Getting Started with Spiceworks

About Packt Publishing

Packt, pronounced 'packed', published its first book "Mastering phpMyAdmin for Effective
MySQL Management" in April 2004 and subsequently continued to specialize in publishing
highly focused books on specific technologies and solutions.

Our books and publications share the experiences of your fellow IT professionals in adapting
and customizing today's systems, applications, and frameworks. Our solution based books
give you the knowledge and power to customize the software and technologies you're using
to get the job done. Packt books are more specific and less general than the IT books you have
seen in the past. Our unique business model allows us to bring you more focused information,
giving you more of what you need to know, and less of what you don't.

Packt is a modern, yet unique publishing company, which focuses on producing quality,
cutting-edge books for communities of developers, administrators, and newbies alike. For
more information, please visit our website: www . packtpub. com.

About Packt Open Source

In 2010, Packt launched two new brands, Packt Open Source and Packt Enterprise, in order to
continue its focus on specialization. This book is part of the Packt Open Source brand, home
to books published on software built around Open Source licences, and offering information
to anybody from advanced developers to budding web designers. The Open Source brand
also runs Packt's Open Source Royalty Scheme, by which Packt gives a royalty to each Open
Source project about whose software a book is sold.

Writing for Packt

We welcome all inquiries from people who are interested in authoring. Book proposals
should be sent to author@packtpub.com. If your book idea is still at an early stage and you
would like to discuss it first before writing a formal book proposal, contact us; one of our
commissioning editors will get in touch with you.

We're not just looking for published authors; if you have strong technical skills but no writing
experience, our experienced editors can help you develop a writing career, or simply get some
additional reward for your expertise.
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Zabbix 1.8
Network Monitoring

Zabbix 1.8 Network Monitoring
ISBN: 978-1-84719-768-9 Paperback: 428 pages

Monitor your network hardware, servers, and web
performance effectively and efficiently

1. Start with the very basics of Zabbix, an
enterprise-class open source network
monitoring solution, and move up to more
advanced tasks later

2. Efficiently manage your hosts, users, and
permissions

3. Get alerts and react to changes in monitored
parameters by sending out e-mails, SMSs, or
even execute commands on remote machines

Learning NAGIOS 3.0

Learning NAGIOS 3.0
ISBN: 978-1-84719-518-0 Paperback: 316 pages
A detailed tutorial to setting up, configuring, and

managing this easy and effective system monitoring
software

1. Secure and monitor your network system with
open-source Nagios version 3

2. Setup, configure, and manage the latest version
of Nagios

3. In-depth coverage for both beginners and
advanced users

Please check www.PacktPub.com for information on our titles
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Nagios Core Administration
Cookbook

Nagios &b
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Tom Ryder [, Jeesosarcs

Nagios Core Administration

Cookbook
ISBN: 978-1-84951-556-6 Paperback: 360 pages

Develop an integrated monitoring solution for
virtually any kind of network

1. Monitor almost anything in a network

2. Control notifications in your network by
configuring Nagios Core

3. Getahandle on best practices and time-
saving configuration methods for a leaner
configuration

4. Use the web interface to control notification
behaviour on the fly and for scheduled outages,
without restarts

Zenoss Core

Network and System Menitoring

Zenoss Core Network and System
Monitoring
ISBN: 978-1-84719-428-2 Paperback: 280 pages

A step-by-step guide to configuring, using, and
adapting the free open-source network monitoring
system

1. Discover, manage, and monitor IT resources

2. Build custom event processing and alerting
rules

3. Configure Zenoss Core via an easy to use web
interface

4. Drag and drop dashboard portlets with Google
Maps integration

Please check www.PacktPub.com for information on our titles
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